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A                      publication.

he common definition of 
“network” in information 
technology (IT) circles is the 

one that describes a collection of indi-
vidual computers and other hardware 
that are linked together electronical-
ly to facilitate communication and 
resource-sharing. That’s the sort of 
network and networking that we’ll be 
referring to for the rest of this issue.
     Before we get to all of that, howev-
er, we’d like to make an appeal that 
involves a different kind of network, 
one whose constituent elements are 
people. In particular, people who 
work in IT and have at least one 
current certification. There are a lot 
of things that certified IT profession-
als have in common, but what’s of 
special interest to us right now is their 
paychecks.
     That is to say, how much do cer-
tified IT professionals earn? Yes, the 
annual Certification Magazine Sala-
ry Survey is here. We’ve had it up 
and running since early September, 
actually. There’s still plenty of time to 
participate, however, and, as always, 
we’re attempting to quickly assemble 
a massive network of certified profes-
sionals and gather some data. 
     We don’t do this entirely from 
scratch — we encourage participation 
by past survey respondents every 
year — but we’re always trying to 
recruit intrepid survey newcomers. 
So if you’re reading these words and 

you haven’t taken the survey yet, or 
have never taken it before, then please 
join our network and pitch in — the 
Bitlink bit.ly/TakeTheSalarySurvey 
will take you straight there.
     There are no multilevel marketing 
gimmicks up our sleeve — it’s not 
that kind of network — and we’ll even 
give you cool stuff for participating. 
Not least among those rewards is 
the reams of survey data published 
both in our print edition and online 
(at CertMag.com), where previously 
undisclosed survey outputs are pub-
lished throughout the year. 
     Speaking of surveys, this issue has 
the results of our Computer Network-
ing Certification Survey, as well as 
lots of other information about the IT 
networking world: an overview of the 
emerging technology of software-de-
fined networking, what you need to 
know to become a network designer, 
and more.
     We consider other matters as well, 
such as the importance of career-long 
certification, how to find the best self-
study tools for your next exam, and 
the importance to career success of so-
called soft skills. Keep certifying, and 
we hope to see you online at CertMag.
com.

     P.S. Won’t you be our neighbor? 
Look for Certification Magazine on 
Facebook and Twitter 
(@CertMag.com).

T
Cody Clark is the managing 
editor of Certification 
Magazine.

BY CODY CLARK

Join Our 
Network
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OPINION

Cybersecurity Education for All

Cybersecurity educators are 
making a difference on an emerging 

and dangerous battlefield

quifax, Yahoo, the National 
Security Agency, Verizon, the 
U.S. Department of Defense, 

Home Depot, Target, Edmodo, Ver-
iFone, eBay, TJX Companies, Uber, 
JPMorgan Chase, Sony PlayStation, Jim-
my John’s — what do these companies 
and organizations, along with countless 
others, have in common? They have all 
been the victim of at least one devastat-
ing cyberattack.
     Attackers take action for a variety of 
reasons, including political, economic, 
and sociocultural motives. Often they 
act out of just plain meanness. Whatev-
er drives them, they all contribute to the 
21st-century battle for digital informa-
tion. As the onslaught of cybersecuri-
ty-related headlines makes clear, it’s a 
running battle with no end in sight.
     In January, I attended a conference 
and spoke with a representative of one 
of the nation’s 10 largest school dis-
tricts. This individual told me how diffi-
cult it was keeping up with the number 
of attempts to hack the school network. 
The attacks originated from points near 
and far, often for surprising reasons.
     For example, if you’re a student, and 
you’re not ready to submit an assign-
ment or take an online standardized 
test, $10 bucks can get you off the hook. 
For a mere 1,000 pennies, you can 
hire someone in a remote location to 
instigate a DDoS attack. All you need 
is a credit card — or an account with 
Venmo or PayPal — and the address of 
the website you want jammed.
     At another conference I learned 
about the need for dentists to add an IT 
professional to their staffs. Why, you 
might ask, other than perhaps to set up 
a simple office network and provide 
occasional system maintenance? Better 
security is the answer. Dentists need to 

protect all of their medical records, bill-
ing information, and other private data 
from opportunistic hackers looking for 
an easy target.

Tech needs YOU — 
to study cybersecurity

     The National Institute for Cyber-
security Education (NICE) estimates 
that there will be a deficit of between 2 
million and 3 million cybersecurity pro-
fessionals in the next two years. That 
covers a wide range of job roles, and a 
lot of the actual positions have yet to be 
created.
     Fortunately, industry is beginning to 
recognize the need to recruit and train a 
new army of skilled security personnel. 
All it takes to rally support from corpo-
rate leadership is a single eye-opening 
breach. The often staggering financial 
cost of remediation, as well as the more 
nebulous damage incurred through loss 
of reputation, can be a heavy burden 
indeed.
     Most experts agree: The question 
is not whether a given company or 
institution will be hacked, but when. 
Cybercrimes already cost the global 
economy more than $450 billion a year. 
Clearly, our modern world needs more 
cybersecurity professionals, and we 
need them yesterday.
     Even if you aren’t planning on a 
career in information security, the foun-
dational knowledge of networks and 
data protection gained through basic 
cybersecurity training can be an im-
portant asset to any organization. Even 
employees who don’t directly install 
protective measures or engage with 
hackers need to know how to handle 
sensitive data and keep systems secure.

Travis Wilde is a sales 
account manager at 
TestOut Corporation

BY TRAVIS WILDE
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Educator-led initiatives 
are making a difference

     Several states are leading the way 
in the effort to increase awareness of 
the need for cybersecurity education 
in both the private and public sectors. 
South Carolina created SC Cyber as 
a statewide initiative through the 
University of South Carolina. The goal 
of SC Cyber is to create partnerships 
with academia, industry, and govern-
ment.
     This collaborative effort across 
institutions began in 2014 and contin-
ues to promote increased educational 
opportunities, as well as create threat 
awareness among industry and gov-
ernment. SC Cyber is also identifying 
new technologies that can help in the 
ongoing battle and, perhaps most 
importantly, fostering collaboration 
and information sharing across the 
various sectors.
     In Michigan, cybersecurity educa-
tion is being pushed to the forefront 
as well. The Michigan Initiative for 
Cybersecurity Education (MICE) has 
been the brainchild of Dennis Klaas, 
Patrick Schultz, and Carlos Garcia. 
These three educators saw in both 
secondary and post-secondary en-
vironments the need to open educa-
tional pathways to more students and 
teachers.
     The goal of MICE is to provide and 
promote, to interested institutions, the 
necessary curriculum and resources 
to not only train students, but train 
educators to be able to teach cyberse-
curity. This “train the trainer” ap-
proach has been critical to the success 
of MICE and is needed elsewhere: The 
ever-increasing demand for cybersecu-
rity experts is creating a severe lack of 
qualified instructors.
     Many skilled cybersecurity teachers 
have found the private sector more 
lucrative than the educational field. 
The MICE initiative aims to encourage 
current business educators to be cross-
trained in cybersecurity and play an 
integral role in training tomorrow’s 
cyberwarriors.

     Patrick Shultz says about the efforts 
of MICE, “MICE is a platform that is 
developed for K-12 educators. The 
initiative specializes in training teach-
ers how to incorporate cybersecurity 
concepts into their current course 
offerings and focuses on preparing 
students for the workforce directly out 
of high school.
     “The MICE learning management 
system utilizes TestOut’s complete 
library, combined with curriculum 
from Microsoft, Cisco Networking 
Academy, and EC-Council, to provide 
virtual hands-on simulations, teach-
er resources, state/national aligned 
standards, and industry standard 
certification preparation to all students 

— even those in remote rural areas — 
interested in learning more about the 
cybersecurity industry.”
     (You can learn more about the 
MICE initiative, including how your 
state or school can benefit from it, at 
www.micek12.com.)

Changing curriculum

     In Florida, Thomas Thoss has 
worked hard to implement the neces-
sary IT pathways for Orange County 
Public Schools in Orlando, Fla. Thom-
as, who helped write the frameworks 
for some of the IT curriculum used in 
his state, has implemented programs 
at both high schools and technical 
colleges run by the district to accel-
erate students through cybersecurity 
training and other IT pathways.
     In Thoss’ words, “The field of 
cybersecurity is growing, and is in 

desperate need of trained, qualified 
technicians. We ensure that all of our 
students receive the hands-on training 
needed to be successful.”
     The lab at Orange Technical College 
provides a glimpse of the progress be-
ing made. The training happening at 
OTC is both cutting-edge and geared 
toward ensuring student success.
     One of the pathways Thoss ad-
vocates is working toward multiple 
industry certifications from Comp-
TIA and TestOut. These foundational 
certifications allow students to ad-
vance to higher-level certifications like 
Certified Ethical Hacker (CEH) from 
EC-Council.
     There are indications everywhere 
of the booming interest in skilled 
cybersecurity professionals.  The 
Certification Magazine Salary Survey 
offers ample (and recurring) evidence 
of the potential earning power avail-
able to those who get certified and 
pursue a career in cybersecurity. And 
the CompTIA-affiliated job search 
site CyberSeek offers a great deal of 
state-specific insight into the number 
of open cybersecurity jobs.
     In speaking about the need for 
skilled technicians, Thoss said, “With 

the increase in automation, electronics 
integration, IOT, and other technolo-
gies being integrated into every part of 
our lives, the need for quality certified 
cybersecurity specialists is becoming 
more important.
     “This field is dangerously under-
staffed and the only way to fill the 
employment gap is to offer strong 
educational programs that focus on 
hands-on training.”
     Anyone with IT aspirations who is 
looking for a career path with high-
er-than-average pay and job security, 
need look no further than the cyberse-
curity field. There are more opportu-
nities to get cybersecurity education 
and training than ever before. Find 
one that suits your schedule and start 
preparing to join the crucial strug-
gle to secure and protect our digital 
frontiers.

OPINION

             The ever-in-
creasing demand for 
cybersecurity experts is 
creating a severe lack 
of qualified instructors.
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Kari 
Miller
IT INSTRUCTOR

Tough tech teacher does 
what it takes to keep her-
self (and her students) 
informed

Challenges 
Accepted

Calvin Harper is a for-
mer associate editor of 
Certification Magazine, 
and a veteran of the 
publishing industry.

BY 
CALVIN HARPER

y first real job was clean-
ing up in a meat packing 
facility. Day one was 

a complete disaster. Everyone else 
had gone home; I was doing my best 
and failing miserably. I found myself 
drenched, cold, and standing ankle 
deep in water, blood, and fat trim-
mings. My situation seemed hopeless 
and, honestly, I contemplated walking 
out and never coming back.
     Then Gino, the head butcher, 
walked in. He scanned the mess I had 
made and smiled. Without saying a 
word, he removed his coat, put on an 
apron, and commenced helping me.
     While showing me how to prop-
erly clean, he mentioned that, more 
than 50 years before, he had started 
his career in Italy as a cleaning boy. 
With a touch of sadness in his voice, 
he said that he originally wanted to 
be a musician but instead ended up a 
butcher.
     Gino also gave me a few pointers 
about careers. The one that has stuck 
with me over the years came as we 
were leaving. “Don’t think about 
what happened tonight,” he said. 
“Instead ask yourself if this is what 
you want to be doing 50 years from 

M
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you want to be doing 50 years from 
now. If it ain’t, then stay in school and 
choose a career that involves your 
mind more than your back.”
     I was clueless as to what sort of 
career I would have, but one thing I 
knew for sure was that I wanted it to 
be something other than what I had 
just spent several hours doing.
     I was recently reminded of this 
experience when I spoke with Kari 
Miller, the Computer Systems Tech-
nology instructor at Chesapeake 
Career Center in Chesapeake, Va.
     Miller has a favorite quote to re-
mind students of the benefits of being 
a skilled IT-professional: “It’s better 
to have worked on computers than to 
smell like French fries when you get 
off work.”  

The benefits of working in IT

     Miller’s “French fry” quip isn’t 
meant to disparage fast-food workers, 
but instead to help students see the 
benefits offered by an IT career. The 
benefits are good, things like higher- 
than-average salaries, the comfort of 
working in an air-conditioned envi-
ronment, and, most importantly, the 
skyrocketing demand for skilled IT 
professionals.
     Although some students often 
laugh and shake their heads when 
Miller spouts those words of wisdom, 
she knows what she is talking about. 
Her résumé includes her share of 
physically demanding and unpleasant 
jobs, including running a cash regis-
ter, plastic injection molding, answer-
ing phones, and even pumping gas. 
“I’ve always worked,” she said. “Did 
whatever I had to do to get by.”
     This is Miller’s 20th year at Ches-
apeake. As a longtime teacher, she 
understands and appreciates the chal-
lenges faced by her “kids” (how she 
fondly refers to her students) when 
learning a new subject. Her teaching 
style is influenced by hands-on expe-
rience and knowledge garnered along 
an interesting career path that typical-
ly required her to “figure things out 
on my own.”

     After graduating from college, she 
taught Geography and Physical Edu-
cation in the Michigan public school 
system. While she enjoyed teaching, 
a visit with her younger brother, who 
would soon graduate college, put her 
on a different career path.
     “He mentioned that, even before 
graduating, he had a job lined up with 
Hughes Aircraft in Los Angeles work-
ing with Electronics Engineering, and 
that he would be starting at $30,000 a 
year,” she said.
     Shocked upon hearing his starting 
salary, Miller ran the numbers in her 
head and was even more shocked 
when she compared her current salary 
to his. “I realized that I would have to 
work as a teacher for 25 years and still 
would not make his starting salary.”

Navy training and the Year of A+

     This financial contrast led Miller to 
enlist in the Navy, where she became 
an electronics technician. During her 
eight-and-a-half year hitch she was 
stationed around the world in Greece, 
Puerto Rico, and finally Virginia 
Beach.
     It was at Virginia Beach that the 
Navy implemented a downsizing 
program, offering buyouts to person-
nel willing to leave the service. Miller 
accepted a buyout and, after an hon-
orable discharge, found herself once 
again at a career crossroads.
     Not one to wait for things to 
happen, she began and completed a 
master’s degree in Human Resource 
Management with an emphasis on ed-
ucation, while at the same time land-
ing a job in North Carolina teaching 
Physical Education. School adminis-
tration soon realized Miller’s expertise 
and drew on her military training by 
having her teach Electronics.
     Five years later, administration 
asked her to teach computers, but 
first she needed some training in the 
subject. “They sent me to a two-week 
class, and I had to learn as quickly as I 
could on my own,” said Miller.
     After teaching in North Carolina 
for a few years, Miller moved closer 
to her home, first teaching Electronics 
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and then Computer Systems Technol-
ogy at Chesapeake. There was just one 
condition: she had to become Comp-
TIA A+ certified. 
     As always, she showed her willing-
ness to tackle a challenge head-on by 
diving deep into numerous books on 
the subject. When she needed more 
information and clarification on a top-
ic, she read more involved texts. No 
source of knowledge was overlooked 
in her quest for certification.
     “I carried A+ for Dummies every-
where I went for a year,” said Miller. 
“I didn’t want to fail. I wanted to be 
sure I passed.”
     Miller said she took advantage of 
every opportunity to study because 
she was “just too scared to fail.” And 
it’s that desire to succeed that helps 
her understand and support her stu-
dents.

Building a popular tech program

     Chesapeake’s Computer Systems 
Technology class is a popular offering 
which has just changed to Cybersecu-
rity this year. (Again, Miller is scram-
bling to learn Networking and Secu-
rity; she attended a one-week crash 
course this past summer.) Juniors and 
Seniors from seven local high schools 
attend for two-and-a-half hours each 
day for 180 days.
     One big reason for the popularity 
of the course is Miller. She sees her 
role as being on the side of the stu-
dents and doing whatever is “neces-
sary to keep them excited about their 
futures by providing any information 
that will help them in their pursuit of 
whatever it is they want.”
     She also enjoys watching as the 
figurative light bulb “turns on for stu-
dents,” describing it as the best thing 
about teaching information technol-
ogy (IT) to young people. “Watching 
students finally ‘get it’ makes all the 
effort worthwhile,” she said.
     Miller’s drive is backed up by an 
administration that support her ef-
forts. “In addition to Ms. Miller’s abili-

ty to connect with her students and in-
spire them to exceed beyond what 
they can imagine, she is also deeply 
passionate about the field of Infor-
mation Technology,” said Dr. Shonda 
Windham, Chesapeake’s Director.
     “I am thrilled to watch her trans-
form our program into the cyberse-
curity platform.  She is a hard worker 
whose technical knowledge, compas-
sion, and assistance are invaluable to 
our staff and students.”
     Miller’s course was originally 
designed as a two-year class covering 
Computer Systems Technology I and 
II, where students would learn A+ 
Essentials during year one and A+ 
Practical Applications in year two. 
At the end of the first year, students 
would sit for the 901 Exam and at the 
end of the second year, the 902 Exam.
     There are no prerequisites, but 
students must complete paperwork 
explaining why they want to take 
the class. While anyone can enroll in 
the class, there is a waiting list, and 
slackers need not apply. Miller packs 
in a heavy dose of hands-on learning 
in the classroom that is designed to 
make certain the students know their 
computer components.

     When Miller first started at Ches-
apeake, she was given $75,000 from 
the school district and told to order 
computer supplies needed to teach 
the class. Once again, figuring things 
out on her own, Miller rolled up her 
sleeves and got to work.
     She wanted students to construct 
their own computers from an assort-
ment of generic parts, so she ordered 
enough individual components to 
build 18 computers. “The employee 
who ordered it all told me, ‘We aren’t 
doing this ever again. Next time I’m 
just ordering 18 computers.’
     “I told him no. I teach generic com-
puters, so we have to do it this way.”

Turning students into IT experts

     It’s been 19 years, and Miller 
continues to spend her annual budget 
for supplies on generic components. 
“Each year, the kids still build their 
own machines, and others get to 
take them apart and reconstruct new 
machines. It’s the best way for them to 
learn” she said.
     Growing up in our tech-dependent 
world, the vast majority of young peo-
ple are comfortable with computers 
and other electronic devices. Unfortu-
nately, that familiarity can sometimes 
be a stumbling block to learning, es-
pecially if a student thinks they know 
what they’re doing.
     “Some students come in here think-
ing they know it all and don’t listen 
for the important details that they 
really need to know,” said Miller.   
     In fact, Miller rather enjoys teach-
ing students who have no prior 
experience with computers. “There 
are no bad habits to unlearn, and they 
work harder knowing that they need 
to learn it,” she said. “I’ve had  several 
students who were originally afraid 
to take the course because they knew 
nothing about computers.
     “They ended up doing better be-
cause they learned what they needed 
to know instead of assuming they 
knew so much more.”

PEOPLE IN CERTIFICATION

     In addition to IT skills, Miller’s 
Kids receive Workforce Readiness 
Training designed to teach import-
ant soft skills like dressing properly, 
preparing résumés, interviewing, 
communication, and dealing with 
co-workers.
     “Soft skills are a big problem with 
most young people,” said Miller. “We 
want to make certain that our kids can 
do interviews and deal with others on 
the job. It doesn’t matter how much 
you know if you can’t communicate 
effectively with others.”
     It’s also important to Miller that her 
students learn to reason and problem 
solve on their own. She is a proponent 
of making them think for themselves 
and take responsibility for their own 
learning.
     ”I tell the kids that this is their class 
and that they have to learn to figure 
out the answers for themselves,” she 
said. “No one is going to give them 
the answers on the job, they’ll have to 
think for themselves and know how 
to research problems and figure out 
solutions.”    
     Mistakes aren’t seen as a problem 
by Miller either. She uses them as a 
teaching opportunity and a way to 
spur the kids on to greater learning. 
“We all make mistakes,” she said. “I 
tell them that if they were trying hard 
to do the right thing, that they can 
learn from their mistakes.”

Hustle and heal

     Recognizing the ever-increasing 
demand for trained cybersecurity pro-
fessionals, Dr. Windham asked Miller 
to teach Cybersecurity. Starting this 
term, year one of the course will cover 
the fundamentals of cybersecurity, 
along with the entire A+ certification, 
and year two will cover Network+ 
and advanced cybersecurity.
     Mastering so much added material 
in the same time frame will be a chal-
lenge, but one that Miller and her kids 
will be up to. “My boss really wanted 
a Cybersecurity course,” said Miller. 
“So, we are definitely going to have to 
hustle.”
 

    Hustling is something Miller knows 
how to do. She was an accomplished 
collegiate athlete, playing volleyball, 
basketball and softball at Western 
Michigan University. While in the 
Navy, she was named to the All Navy 
Softball Team four times, and selected 
three times for the All Armed Forces 
Softball Team that received an auto-
matic bid to the NCAA playoffs each 
year.

     She also played semi-pro softball 
as a member of the Lansing Laurels 
of Lansing, Mich. (Though she is 
left-handed in most other respects, 
Miller played softball right-handed 
because the only baseball glove she 
had while learning the game fit her 
left hand, not her right.) When able 
to fit it into her busy schedule, Miller 
likes to bowl on Thursday nights. Her 
high score is a respectable 220.
     She is also a proponent of natural 
healing methods. In her free time, 
Miller enjoys reading and learning 
about essential oils and herbal medi-
cines. Frustrated with the high cost of 
health care and seeing so many people 
living with painful ailments, she be-
lieves there are better ways to ensure 
good health.
     “God has given us so many things 
to help us heal ourselves. The human 
body is such a wonderful machine, we 
should let it do its own thing to heal 
itself,” she said. 

Still finding reasons to teach

     During her tenure at Chesapeake, 
Miller has helped a significant num-
ber of students achieve IT success. 
Many have gone on to employment 
for various companies, or stepped in 
at university help desks and computer 
labs, and some have even started their 
own repair businesses.
     Former students are appreciative 
of the IT skills that Miller helped them 
learn. A number of them return to 
class to help mentor current students, 
conduct career counseling, and keep 
the kids informed of what is happen-
ing out in the workforce. One former 
student, who has earned a binder full 
of certifications, even writes labs and 
loads them onto seven laptops for the 
students to practice on.
     While understandably proud of all 
her students, one group from last year 
really made Miller appreciate their ef-
forts. She had a group of six students 
who worked extra hard and pushed 
one another to succeed.
     “These six students had to work 
extra hard in class and on their own 
at home. They helped one another 
constantly and earned their A+ certi-
fications,” she said. “They were really 
dedicated, a great bunch.” 
     (Such a great bunch, in fact, that I 
decided Certification Magazine readers 
should find out more about them. All 
you need to do is turn the page.)
     Miller utilizes differentiated 
learning when working with her kids. 
“They all learn at their own pace. My 
job is to guide them and help them 
learn to solve problems their way, not 
mine,” she said.
     Speaking with Miller, you can hear 
how much she enjoys teaching high 
schoolers. “They are fun to be around, 
and they keep me young,” she said. 
She pushes her students hard because 
she knows they are  capable of great 
things.
     “I tell them, ‘If you’re going to try, 
I’ll always be there with you.’ ” Spo-
ken like a true teacher.

PEOPLE IN CERTIFICATION
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omplaints about youthful 
behavior were being made 
long before Romulus and 

Remus — the mythical founder of 
Rome and that guy’s twin brother 
— disagreed about the location of 
their clubhouse, and things haven’t 
changed since. One of the more nota-
ble rants occurred in 1843, in Great 
Britain’s House of Commons, when 
Anthony Ashley Cooper, the 7th Earl 
of Shaftesbury, railed about the de-
cline in morals among the young.
     In Shaftesbury’s view, the boys 
of the empire had become “a fearful 
multitude of untutored savages”.  
Being an equal opportunity critic, the 
Earl made sure to include the ladies:
     “[Girls who] drive coal-carts, ride 
astride upon horses, drink, swear, 
fight, smoke, whistle, and care for 
nobody ... the morals of children are 
tenfold worse than formerly.”

     Not surprisingly, Shaftesbury put 
most of the blame for such soci-
ety-corrupting behavior on those of 
high-school age: “There is most vice 
and levity and mischief in the class 
who are between 16 and 19. You see 
more lads between 17 and 19 with 

dogs at their heels and other evidenc-
es of dissolute habits.” 
     Quite often, old-fashioned fud-
dy-duddies, who tend to embrace 
change more slowly — myself in-
cluded, at times — resent youngsters’ 
ideas of progress. We frequently shake 
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our heads in condescension while 
simultaneously muttering about how 
“kids used to do things properly” 
and wondering just what the world is 
coming to.
     Fortunately, the next generation of 
information technology (IT) profes-
sionals is coming along just fine. The 
best aspect of writing about young 
people in IT, actually, is seeing how 
iconoclastic almost all of them are. 
They bring a fresh outlook and excite-
ment to the field and seemingly spend 
their days entertaining newfangled 
notions of how to make everything in 
IT better. 
     Such keen learners are almost 
always the product of curiosity, envi-
ronment, and, perhaps most impor-
tantly, dedicated and knowledgeable 
instructors who have piqued their 
interest, answered their questions, 
opened their eyes to new possibilities, 
and instilled in them the confidence 
to accomplish more than they ever 
believed possible. That is exactly what 
Kari Miller of Chesapeake Career 
Center has done with six remarkable 
students. 
     A unique group with varied 
backgrounds and interests ranging 
from martial arts to music, the savvy 
sixsome committed themselves to 
achieving A+ certification during the 
2017-2018 school year. Along the way, 
they forged friendships, tested their 
limits, and committed themselves to 
long hours of rigorous study. They 
also learned important life lessons 
about adapting to new challenges 
while embracing the value of dedica-
tion, sacrifice, focus, and especially 
teamwork.
     Five out of six earned CompTIA A+ 
certification within the school year, 
and the sixth will complete it this 
month. A number also earned various 
TestOut Pro certs and participated in 
the national SkillsUSA competition. 
They are an extremely mature cadre 
of 17- and 18-years-olds who, through 
their actions and accomplishments, 
reflect well on their instructor and 
school. 

     While their futures are still in flux 
— Whose future isn’t, at such a young 
age? — each is determined to live an 
abundant life of usefulness and ac-
complishment that contributes to the 
improvement of IT and, by extension, 
the world. 
     I had the delightful opportunity 
to speak with each of them, and I can 
happily conclude that there are no 
“dogs at their heels and other evi-
dences of dissolute habits” among this 
group. They’re young, sharp, focused,  
and solid examples of the today’s 
rising generation of IT pros. What fol-
lows is a mini-profile of each, in their 
own words.

  
      
   

....Gabe Horne   

     Certifications: “Working on 
CompTIA A+. I missed passing the 
902 Exam with my classmates. It was 
tough, but there is an upside. In the 
end it has made me more mature. I 
learned a lot of important things like 
managing my time during the exam.”
     Lessons Learned: “I’ve matured as 
a person and will be sitting for the 902 
Exam in October. I have no concerns 
this time, because I’ve been studying 
all summer for it. I’ve developed my 
test-taking time skills by working 
with Ms. Miller and my dad all sum-
mer long. My dad is the head web de-
veloper for the Coast Guard Exchange 
here in Chesapeake. I’m ready.”
     SkillsUSA: “I was a state finalist 
last year, competing in Extemporane-

ous Writing. Participants were given 
a random topic and one hour to write 
two pages about it. I took 1st at the 
district level, and 3rd at state.”
     Hobbies: “Studying foreign lan-
guages. I aspire to be a hyper-poly-
glot. Nelson Mandela’s words about 
language really touch me. He said, 
‘If you talk to a man in a language he 
understands, that goes to his head. If 
you talk to him in his language, that 
goes to his heart.’ Besides English, I’m 
conversationally fluent in Russian, 
Afrikaans, and Dutch, and I can read 
and write Korean. I love EDM (elec-
tronic music) in all shapes and sizes 
and like to produce it and DJ when I 
can.”
     What Fictional Character Would I 
Be: “I’m not sure. There’s not a lot of 
practicality in thinking about things 
that will never happen.”
     Something Few Know About Me: 
“I used to be a competitive Osu!ma-
nia player for a South Korean team, 
FaL3C. That stands for family, life, 
creativity, and community. Osu!mania 
is a rhythm game.”
     Support from Parents and Friends: 
“Lots of time in class with my class-
mates and Ms. Miller, and many late 
nights with my dad.”

Meet the half-dozen Virginia tech students 
who pulled together to get certified

Calvin Harper is a for-
mer associate editor of 
Certification Magazine, 
and a veteran of the 
publishing industry.

BY 
CALVIN HARPER
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            My classmates 
are some of my closest 
friends, so it was easy 
for us to support one 
another. … Being with 
the others was like hav-
ing a sort of community 
in class, something 
I never had in school 
before.
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     Being Part of the Miller 6: “My 
classmates are some of my closest 
friends, so it was easy for us to sup-
port one another. Being able to have 
so many different cultures around me 
was great. Tristan and I are especial-
ly close. Being with the others was 
like having a sort of community in 
class, something I never had in school 
before.” 
   Toughest Challenge of Earning 
Certs: “Time management. Having to 
study that extra hour every night is so 
much easier said than done. Espe-
cially making sure it’s a productive 
hour.”
     Best Thing About Earning a Cert: 
“Usability of the knowledge outside 
of school. Anyone who spends time 
using a computer can benefit from the 
skills and knowledge you pick up if 
things go south with your hardware. 
I’ve saved a lot of time and money 
building my own PCs because I knew 
exactly what to do.”  
     Best Moment Earning Certs: “The 
relief after passing the 901 Exam and 
the sense of community that we did it 
together. Seeing us combine efforts to 
be much bigger than we imagined was 
really something. I never thought the 
public school system could provide 
something like that for us. I complete-
ly underestimated Chesapeake.”
     Future Plans: “Network+, a bache-
lor’s degree in computer science, and 
a CCNA, because Cisco is the big-
gest name in networking, especially 
overseas. I’ll also secure a networking 
job in the Netherlands, a good place to 
start my career and have my hobbies. 
An idol of mine, Martin van Sonderen, 
is from there. I’ve met him in person 
and got to speak Dutch with him.”
     Most Important Ms. Miller Les-
son: “Social skills and how to commu-
nicate professionally in the work place 
by articulating my thoughts without 
sounding like a teenager. That used to 
be my biggest weakness.”
     Advice to Other Students: “When 
studying for a cert, avoid distractions 
like the plague.”

....Jason Delzer 
     Certifications: CompTIA A+
     SkillsUSA: “I competed in IT Sys-
tems Repair. I took 1st in district, and 
3rd in state. Missed nationals because 
I forgot to include some required 
information on my résumé. Oh well, 
there is always next year.”
     Extracurricular: “Recreational 
camping. I’m a member of the Boy 
Scouts of America and have just com-
pleted my Eagle Scout project — in-
stalling flooring and painting walls at 
a local church — and will receive my 
Eagle award in the next few weeks. 
Being a Scout has helped me learn a 
vast array of skills and taught me a lot 
of important lessons.”
     Hobbies: “Working on computers, 
especially older models like the Dell 
Optiplex 2600. If I can figure out how 
older computers work, then I’ll be bet-
ter able to understand how new ones 
are designed and work.”
     Favorite Fictional Character: “Kev-
in Flynn from Tron. I would love to 
see the inner workings of a computer 
based on the virtual world of the Tron 
Universe.”
     Craziest Thing He’s Ever Done: 
“Spending four hours straight at 
SkillsUSA competing against older 
students who outranked me by, at a 
minimum, the Network+, and many 
different Cisco certifications. I walked 
in and there were 15 other guys 
talking about all the certs they have, 
and all I’ve got is my A+. I found it 
quite fun. It helped show me the areas 
I needed to work harder on.”  

     Why I Became Interested in Certs: 
“My dad was big into computers and 
I had a scoutmaster who was involved 
in tech education. I noticed how many 
IT techs have the A+ cert, at a mini-
mum, and really started looking into 
it in the 6th grade.”
     Support from Parents and Friends: 
“Everyone helped quiz me on the 
various domains and would surprise 
me with random questions anytime. 
I would like to personally thank Wil-
liam Reynolds and Daniel Barlow for 
volunteering to help teach the class. 
Former students of Ms. Miller, they 
ran a computer shop and taught us 
networking and security basics.”
     What My Parents Think About 
Studying IT: “They said, ‘It’s a Delzer 
thing.’ Both my parents were very 
supportive.”
     Being Part of the Miller 6: “Work-
ing with friends and teammates was 
great, especially when we all got to-
gether, sat down, and started talking 
about all topics we could possibly 
study for. When Reynolds and Barlow 
stared talking about hard drives and 
vectors, I was like, ‘Oh my gosh, so 
that’s what hard drives do.’ ”
     Toughest Challenge of Earning 
Certs: “Mastering the vast amount of 
detailed knowledge required for the 
cert and handling anxiety on the day 
of the exams. We all had anxiety on 
exam day. I would avoid studying the 
night before an exam — cramming 
never works — and just keep doing 
what I had done all along.”
     Best Moment Earning Certs: “The 
feeling of accomplishment. Then start 
preparing for the next cert exam.”
     Future Plans: “The Entire Comp-
TIA Cybersecurity Pathway, includ-
ing the new PenTest+. It mixes every 
sector of IT nicely. After graduation, 
I’ll attend Tidewater Community 
College and receive a transferable As-
sociate’s Degree in Computer Science 
with a Cybersecurity Certificate, then 
complete a bachelor’s in cybersecurity 
at Old Dominion University and work 
for the government in cybersecurity.”
     Most Important Ms. Miller Les-
son: “Always step back and look at a 

situation from several perspectives. It 
helps you understand the big pic-
ture.”
     Advice to Other Students: “Don’t 
get discouraged. Continue to study 
hard, and the people around you will 
see what you’re doing and support 
you.”

....Juan Alexander II
     Certifications: CompTIA A+, 
TestOut PC Pro
     Preferred Study Methods: “Noth-
ing unusual, just crammed as much 
info as I could into the short time I 
had: three-plus hours a day in class 
and more outside. I did use as many 
resources as I could find, websites, 
practice exams, and study guides. Got 
a lot of info off of TestOut. Professor 
Messer’s another great place for info.”
     Extracurricular Activities: “I enjoy 
working out, lifting weights, and 
cardio. I like to stay in shape because I 
play point guard on a travelling team, 
The 757 Mayors. We play local tourna-
ments. I’m also a computer technician 
with IntellecTechs in Virginia Beach. 
It’s right up my alley; I’d do this job 
even if I wasn’t getting paid. Don’t tell 
my boss that.”
     Craziest Thing He’s Ever Done: “I 
crashed my mother’s car when I was 
four years old. She ran inside to get 
my sister from babysitting. I had seen 
other people drive and figured, ‘Why 
not?’ ”
     Why I Became Interested in Certs: 
“Because certs say you are qualified to 
do something. Anyone can claim they 

can do something, but a cert is proof 
that you are qualified by an outside 
organization.”
     Support from Parents and Friends: 
“I had lots of support from my 
friends and all of my family. I had a 
lot of doubts and thought how crazy 
earning A+ would be to do in three 
months. My parents really helped me 
stay focused, always reminding me of 
it by saying, ‘You can do this.’ They 
gave me lots of motivation and let me 
do my thing.”
     Being Part of the Miller 6: “There 
were six of us, out of 19 students, who 
chose to advance and had the mindset 
to do it. I felt like I needed to be a part 
of this, and I was sure going to do my 
part to help out. It was a team effort 
and we all worked together.”
     Toughest Challenge of Earning 
Certs: “Memorizing all of the port 
numbers. It was so tough.”
     Best Thing About Being Certified: 
“The fact that I’m automatically set 
apart from everyone else who doesn’t 
have an A+ certification.”
     Best Moment Earning Certs: 
“During orientation in my sophomore 
year, hearing what class was about 
and opening the textbook. It showed 
a Windows 8.1 operating Screen and 
explained about setting up Windows. 
The only thing going through my 
head was, ‘Wow! This is right up my 
alley.’ I knew I was in the right place. 
And then, of course, passing both 
exams.”
     Future Plans: “This year I’ll earn 
the Network+ and Security+ certs. 
College will be the next step, and 
whatever certs are required for my 
career.”
     Favorite Music Lyric: “By J. Cole: 
‘I say my prayers ’cause this life ain’t 
fair.’ I’m pretty religious and this 
helps me remember that not every-
thing is going to go my way. I just 
pray to God to keep me safe and 
prospering.”
     Most Important Ms. Miller Les-
son: “She was always telling us to 
solve problems our own way and not 
just wait for her to show us her way. 
Other teachers have told me not to 

move ahead of the class. Ms. Miller 
taught me that acceleration isn’t a bad 
thing. It’s okay to do something faster 
than outlined. I can learn at my own 
rate and I learn quick — I did my 902 
in three months.”

 

....Kiersten Cornatzer
     Certifications: CompTIA A+, 
TestOut PC Pro
     SkillsUSA: “I competed in job 
skills demonstration, showing how to 
install and uninstall hard drives, the 
different things they could do, and 
various other storage devices. I was 
terrified and unsure of myself but 
took 1st place at the district level. At 
the state level I placed 2nd.  It was so 
rewarding.”

             I’m also a com-
puter technician with 
IntellecTechs in Virginia 
Beach. It’s right up my 
alley; I’d do this job 
even if I wasn’t getting 
paid. Don’t tell my boss 
that.
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     Hobbies: “I love reading, but 
I’m so busy now that I don’t do it as 
much as I like. I enjoy the beach and 
listening to music. I grew up listening 
to Country, but now I’m all-around: 
Pop, Rap, Heavy Metal, all kinds. I’ve 
recently started kickboxing. It’s an in-
tense workout, and I’m having a great 
time. I love it.”
     Favorite Fictional Character: “Pe-
nelope Garcia from the show Criminal 
Minds. She is the main reason I got 
interested in IT; my family loves that 
show. She’s funny, strong and amaz-
ing with computers. I want to do what 
she does, help people while doing 
what I love.”
     School Support: “Chesapeake’s ad-
ministration and staff were very sup-
portive of our efforts to move ahead 
of our regular class and to earn our 
A+ certs. Dr. Windham was always 
interested in what we were doing, and 
always proud of us for trying to do 
more. She would say, ‘Who are they 
to try and stop you from bettering 
your education? You are here to go 
farther!’ They really encouraged and 
helped us.”
     Toughest Challenge of Earning 
Certs: “The stress of trying to prepare 
for the 902 Exam in just two months. 
I had to take the exam twice to pass, 
but I did it.”
     Best Moment Earning Certs: “That 
feeling when you see you passed. All I 
could do was smile and try not to cry 
because I was so happy.”
     Thoughts on Certification: “Certs 
are essential in IT. I also feel that 
hands-on experience is just as import-
ant. If you can get both, even better.”
     Future Plans: “Attend George 
Mason University and enroll in their 
cybersecurity program. My dream 
is then to work for Homeland Secu-
rity or the FBI. I’m very interested 
in cybersecurity. Realizing it is a 
male-dominated field makes me want 
to prove to myself that I can succeed. 
Just like Penelope.”
     Most Important Ms. Miller 
Lesson: “Ms. Miller is a supportive 
teacher. I also see her as a friend who 
cares about me and my future. She 

helped me learn that I was capable of 
so much more, to not settle for less, 
and to keep reaching for bigger and 
greater things. I worked in a local 
pizza joint and while I enjoyed it, I 
always said that I was going to get out 
of that pizza joint. IT has helped me 
do it.”
     Advice to Other Students: “In IT, 
try something hands-on every chance 
you get. You can memorize infor-
mation all you want, but if you can’t 
implement it in the real world, it’s 
useless.”

. ..Dedra “Tristan” Olds
     Certifications: CompTIA A+
     Extracurricular Activities: “I am a 
former high school wrestler, a soc-
cer player, and a current Applebee’s 
employee. I work 20-to-30 hours per 
week. It gives me something extra to 
do besides school and sitting around 
the house. I deal with a lot of people 
who have graduated years ago and 
are now well-established adults. I 
learn a lot because I’m exposed to re-
al-life interactions with these people.”
     Hobbies: “I’m pretty good at the 
guitar. The Sims 4 is my game. During 
the summer, I would spend up to 10 
hours a day playing. I also like build-
ing and furnishing houses; there must 
be some sort of interior-design side of 
me.”
     Craziest Thing I’ve Ever Done: 
“Before I was into computers and 
knew how they worked, I was trying 

to download a game and didn’t real-
ize it was ‘pirating.’ It downloaded, 
and the company soon began e-mail-
ing and calling my mom. My dad 
called them back to straighten things 
out. I ended up having to wipe my 
laptop. Lesson learned: ‘Don’t 
pirate.’ ”
     Why I Became Interested in Certs: 
“I’m kind of moderately competitive. 
When I saw that certs would let me 
go above and beyond my peers, while 
also working my way down my career 
path, I knew they were worth hav-
ing.”
     Benefits of Being Certified: “Certs 
are better than basic academic awards 
like the honor roll, because they 
display my accomplishments and I 
can actually get a job because I have 
them.”
     Being Part of the Miller 6: “It 
was great. We worked together a lot. 
Helped each other when one of us 
didn’t understand something. I under-
stood networking well, but struggled 
with Windows OS. Before taking each 
exam, some of us always seemed to 
get anxious and the rest would re-
mind them they were ready and knew 
the material.”
     Toughest Challenge of Earn-
ing Certs: “The short time-frame to 
prepare for the 902 Exam in just two 
months. I also struggled with Win-
dows OS2. I just couldn’t seem to 
figure out a lot of Windows stuff.”

     Best moment earning certs: “Being 
an IT elite at a such young age; I 
earned my A+ at 16.”
     Future Plans: “I plan on going to 
college to major in information sys-
tems, maybe study some software and 
web development too. Graphic com-
munications interest me as well, so I 
would want to tie that into the mix. 
As for certs, I also plan on earning a 
CCNA. Not sure what exactly I’ll do 
with a CCNA, but lots of established 
IT pros talk about their CCNAs, and 
it makes me think, ‘Why can’t I do 
that?’ ” 
    Most Important Ms. Miller Lesson: 
“It takes a lot of time, effort and focus 
to get certified and you may have to 
leave other fun things behind and pay 
the price. Sometimes that includes 
people who are keeping you from 
reaching your goals.”
     Advice to Other Students: “You 
gotta want it bad enough. You will 
have to sacrifice time with family and 
friends. Fortunately, mine recognized 
I was doing something important and 
not just being anti-social.”
  

       

....  Stafford Davis
     Certifications: CompTIA A+
     Study Habits: “Nothing special, 
just ground it out four-plus hours 
every day.”
     Hobbies: “I love playing video 
games and learning about and build-
ing computers. Most people never 
look inside their computers. They 
should. It’s a great experience for 

learning concepts and understand-
ing how everything works together. 
In class, my partner and I put one 
together in 90 minutes. I built my own 
at home over Christmas break in four 
hours. And it worked when I turned 
it on.”
     Why I Became Interested in Certs: 
“Because I’ve always wanted to un-
derstand how computers operate, and 
how to make them operate better.”
     Family Support: “My parents 
have constantly pushed me to keep 
working for what I want to do, which 
is very encouraging. I didn’t think 
I would have been able to complete 
the 902 portion in two months; I just 
didn’t think I could get it. But I did. I 
actually passed it with a better score 
than I thought possible.”
     Benefits of being certified: “Certs 
are quite challenging to learn, but 
worth it because they provide a 
variety of knowledge as you earn 
them. They also tell others that you 
know what you are doing. That you’re 
certified!”
     Being Part of the Miller 6: “This 
was a great way to go. It was great 
to be in a class with a group that 
was interested in learning the same 
thing. Made it easier to get along. We 
supported and helped one another 
with difficult concepts. We practiced 
by questioning each other on every 
A+ cert topic we could think of. It 
improved our knowledge and helped 
solidify things in our own minds. 
Working up to each exam, we were all 
uneasy about passing. But even with 
our doubts, we just kept working.”
     Toughest Challenge of Earning 
Certs: The most challenging aspect 
for me was actually covering all of the 
necessary topics. There were so many. 
Once I did that, it was simple, just 
keep crunching.”
     Craziest Thing I’ve Ever Done: “I 
don’t do crazy things.”
     Best Thing About the Certifica-
tion Process: “Being able to use what 
I learned in practical situations, like 
building my own computer. It is 
pretty cool. But the best moment was 
passing the 902 Exam. I felt so much 

relief, and was especially happy see-
ing my teammates pass as well.”
     Future Plans: “One of my goals is 
to get an IT position where I can put 
my skills to the test in a real-world 
environment. I also want to learn 
programming. I’m leaning toward a 
computer science degree in college 
and am really interested in cybersecu-
rity.”
     Most Important Ms. Miller Les-
son: “Just focus on work and don’t 
get distracted. Do your own thing to 
make sure you get everything done 
that you need to do. This applies to 
everything in life, not just certifica-
tions and computers.”
     Advice to Other Students: “Really 
learn your topic by doing hands-on 
work. Make sure you actually under-
stand what you’re learning instead of 
just memorizing the answer.”

             In IT, try 
something hands-on 
every chance you 
get. You can memo-
rize information all 
you want, but if you 
can’t implement it 
in the real world, it’s 
useless.

             The most chal-
lenging aspect for me 
was actually covering 
all of the necessary 
topics. There were so 
many. Once I did that, it 
was simple, just keep 
crunching.
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JOBS AND THE
WORKPLACE

Casting a Wide Net 

       

Why Certify?
People get certified for a variety of reasons. Two of the most common are to gain 
knowledge (education) or to improve compensation (salary). There are other 
rationales, however, for earning and maintaining a certification. We asked survey 
respondents to choose two that have been most influential in guiding their certifi-

1) Gain greater confidence in my own skills — 52.9 percent

2) Gain qualifications for a future job — 50.3 percent

3) Improve or confirm my qualifications for my current job — 49.7 percent

4) Become eligible for positions of greater responsibility with my current employer — 38.6 percent

5) Gain advanced access to technical data — 35.3 percent 

6) Gain prestige and recognition among colleagues — 24.8 percent        

7) Enjoy belonging to a community of certified professionals — 22.9 percent

8) My employer requires this certification — 20.9 percent 

9) Enjoy receiving increased support from IT vendors — 11.1 percent  

JOBS AND THE
WORKPLACE

Tech Roots

Systems Administration — 25.5 percent
Helpdesk / IT Support — 22.4 percent
I did not work in IT before pursuing com-
puter networking. — 16.8 percent
Hardware— 11.2 percent
Programming — 6.2 percent
Information Security — 5 percent
Software Development — 3.7 percent
Other — 9.2 percent

What area of IT were you most 
heavily involved in prior to 
pursuing computer networking?

en Kenobi once explained 
the capital-F Force to young 
Luke Skywalker as being 

“an energy field created by all living 
things. It surrounds us and penetrates 
us; it binds the galaxy together.” 
Now imagine yourself attempting 
to explain the Internet of Things in 
layman’s terms. You might not use 
precisely the same language, but the 
overall gist would be pretty similar.
     The Internet of Things is a network 
created by many (if not yet all) living 
and non-living things. It already 
surrounds us, and almost certainly 
touches at least one or two things that 
most of us do each day. Does it bind 
the world together? Maybe not yet, 
but that’s where all of this is head-
ed — instant information and digital 
convenience for all.
     There’s still lots to do, of course, 
along the path to every individual 

network’s becoming part of the One 
True Network (we’re hoping that 
phrase eventually catches on as a 
more colorful substitute for the inar-
guably boring “Internet of Things”). 
Before we can all just settle in and ex-
ult in universal connectivity, there are 
thousands upon thousands of hours 
of complex labor awaiting the hands 
of skilled technicians.
     More than a few such skilled 
professionals are already in the field. 
The U.S. Bureau of Labor Statistics 
estimated last year that there are al-
ready 391,300 jobs in the United States 
for “network and computer systems 
administrators,” or individuals who 
“are responsible for the day-to-day 
operation” of computer networks.
     Growth in the field over the next 
10 years is projected at 6 percent, 
meaning that an estimated 24,000 
more jobs will be created by 2026. It’s 

possible, of course, that BLS statistics 
for “network and computer systems 
administrator” encompass a hand-
ful of actual networking (as well as 
non-networking) job roles. 
     The BLS does maintain separate 
data, on the other hand, for “com-
puter network architects,” or those 
individuals who “design and build 
data communications networks.” 
The number of jobs currently held by 
computer network architects in the 
United States is 162,700, with 10,500 
more jobs projected to be added in the 
next decade.
     There’s opportunity to be had, in 
other words, along with excellent pay 
and benefits. BLS data pegged the 
median annual salary for computer 
network administrators at $81,100 
in 2017, while computer network 
architects are doing even better, with 
a median annual salary of $104,650.

B

BY CODY CLARK
Cody Clark is the 
managing editor of 
Certification Magazine.

As the Internet of Things explodes, employers are eager 
to embrace computer networking specialists

IoT Misgivings

     In keeping with our revised survey 
strategy, introduced in the final Certi-
fication Magazine of 2017, our recently 
conducted Computer Networking 
Certification Survey pivoted away 
from salary to focus on other aspects 
of IT networking certification. Since, 
as noted above, many believe that the 
Internet of Things will be perhaps the 
defining legacy of computer network-
ing technology, we decided to ask 
about some key IoT challenges.
     The massive proliferation of con-
nected devices, for example — numer-
ous sources predict that there will be 
somewhere between 20 and 30 billion 
active internet-enabled devices by 
2020 — is of serious concern to cyber-
security watchdogs. Essentially, every 
new connected device, many of which 
lack basic security features, is a new 
attack vector waiting to be exploited 
by hackers.
     How do the nearly 300 certified 
networking professionals we surveyed 
assess the situation? A whopping 97 
percent of respondents are either very 
concerned about the overall security of

 IoT devices (64.2 percent), concerned 
(23.2 percent), or somewhat concerned 
(9.9 percent). Just 2.6 percent of those 
surveyed essentially shrugged off the 
problem, declaring themselves to be 
not concerned.
     In addition to being sitting ducks, 
many of those connected devices are 
also suspected of being not-so-covert 
spies, gathering and reporting reams 
of digital data. This problem is even 
more alarming to certified network

ing professionals. An astonishing 99 
percent of those surveyed are either 
very concerned about the privacy of 
IoT-harvested data (71.6 percent), 
concerned (20.3 percent), or somewhat 
concerned (7.4 percent). Fewer than 1 
percent of respondents said they are 
not concerned.
     In other words, whatever the 
benefits of the coming tidal wave of 
connectivity, there are at least a couple 
of fairly mammoth bugs in the system 
that still need to be addressed.

Job Satisfaction

     Computer networking profes-
sionals have a variety of duties and 
responsibilities. Some design and 
build new networks, while others are 
charged with maintaining and servic-
ing existing networks. Still others are 
involved in developing and deploying 
new network technology, as cables 
and wires are replaced by transmitters 
and satellites while physical networks 
are increasingly virtualized.
     There’s quite a bit of work to be 
done, and only so many hours in 
the day. Are we pushing the current 
workforce too hard? A shade more 
than half of those we surveyed ei-
ther agree (29.1 percent) or strongly 
agree (21.2 percent) that they are 
overworked. Roughly one-third (32.2 
percent of respondents) took a neu-
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OVERALL QUALITY OF THE 
EDUCATIONAL EXPERIENCE

Excellent: 19.5 percent

Very Good: 37.6 percent

Good: 24.2 percent

Fair: 4.7 percent

Poor: 0.7 percent

Does Not Apply: 13.3 percent

Certification Report Card
Many individuals looking to enter a new field, or expand the scope of their expertise, turn to certification. A certain 
amount of what exam candidates do to prepare is beyond the scope of a typical certification program, but the sponsoring 
organization is directly responsible for some aspects of the overall experience, and involved in many others. Are computer 
networking certification programs meeting the needs of aspiring IT professionals? We asked survey respondents to assess 
their most recent certification experience and tell us how certification providers are doing in a variety of areas.

QUALITY OF THE LEARNING
MATERIALS

Excellent:  25.5 percent

Very Good: 39.6 percent

Good: 24.9 percent

Fair: 4 percent

Poor: 2 percent

Does Not Apply: 4 percent

VALUE FOR THE PRICE PAID

Excellent: 21.5 percent

Very Good: 18.8 percent

Good: 30.2 percent

Fair: 15.4 percent

Poor: 4.7 percent

Does Not Apply: 9.4 percent

QUALITY OF YOUR TEST/EXAM

Excellent: 25.5 percent

Very Good: 38.3 percent

Good: 21.5 percent

Fair: 10.7 percent

Poor: 2.7 percent

Does Not Apply: 1.3 percent

COMPREHENSIVENESS 
OF THE PROGRAM

Excellent: 18.8 percent

Very Good: 29.5 percent

Good: 32.2 percent

Fair: 7.4 percent

Poor: 2 percent

Does Not Apply: 10.1 percent

QUALITY OF YOUR INSTRUCTORS

Excellent: 20.1 percent

Very Good: 19.5 percent

Good: 14.8 percent

Fair: 4 percent

Poor: 0.7 percent

Does Not Apply: 40.9 percent

JOBS AND THE
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tral position, while 17 percent either 
disagree (14.6 percent) or strongly 
disagree (2.6 percent) that they have 
too much on their plate.
     For most certified networking 
professionals, the tasks they perform 
are complex and engaging. Nearly 73 
percent either agree (53 percent) or 
strongly agree (20.5 percent) that their 
work is challenging, with a further 21 
percent taking a neutral position. That 
leaves just 5 percent who either dis-
agree (4 percent) or strongly disagree 
(1.3 percent) that their daily duties 
require exceptional effort.
     We did ask one question that touch-
es on the broad issue of compensation. 
Generally speaking, are certified net-
working professionals satisfied with 
their current salary? A bit more than 
one third either agree (33.8 percent 
of respondents) or strongly agree (5.3 
percent) that their current salary is 
satisfactory, while 27.8 percent took 
a neutral view, and roughly one-
third either disagree (23.3 percent) or 
strongly disagree (9.9 percent).

Certification = Employment

     Certification has been prevalent 
in the networking realm for decades. 
Indeed, there are key “gateway” certs 

that directly address networking. 
There are plenty of jobs to be had, of 
course, for those who come by their 
knowledge of networking without 
certification. Yet a significant 42 
percent of respondents say they were 
required to hold one or more network-
ing credentials in order to accept their 
current job.
     Even in cases where certification is 
not required, it’s likely to be a factor 
in any hiring decision that gets made. 
Asked to estimate the impact of certi-
fication on being hired at their current 
job, 49.7 percent of certified network-
ing professionals said it was either in-
fluential (17.2 percent) or very influen-
tial (32.5 percent), with an additional 
24.8 percent reporting that certification 
was at least somewhat influential.

     It’s also true that many choose to 
get certified with an eye on future 
employment. Setting aside the pop-
ular rationales of gaining skills and 
increasing compensation, we asked 
those surveyed to name the two most 
important benefits of getting a certifi-
cation.
     Three of the top four responses 
are directly employment-related. The 
most popular choice is “Gain great-
er confidence in my own skills. The 
next three, however, are “Gain qual-
ifications for a future job,” “Improve 
or confirm my qualifications for my 
current job,” and “Become eligible for 
positions of greater responsibility with 
my current employer.”

Opening the Wallet

Spent nothing — 16.7 percent
$49 or less — 11.3 percent
$50 to $99 — 15.3 percent
$100 to $499 — 35.4 percent
$500 to $999 — 12 percent
$1,000 to $9,999 — 9.3 percent
$10,000 or more — [No respones]

About how much money did you 
spend on training materials to 
complete your most recent com-
puter networking certification?

Workplace and Education

     Nearly every business needs some   
  degree of networking support or 
    implementation in 2018. According 
      to our survey audience, howev-
       er, a sizeable chunk of the com-
         puter networking jobs available 
          are focused in three workplace 
          sectors: computer or network 
         consulting (16.3 percent of those 
         surveyed), education (13.7 per-
        

cent), and systems or network integra-
tion (9.2 percent).
     Other popular employment sectors 
include government (8.5 percent of 
respondents), finance (8.5 percent), 
telecommunications (6.5 percent), 
software (4.6 percent), and health or 
medical services (4.6 percent).
     For teens and young adults who are 
considering computer networking as 
a potential career, definitely don’t rule 
out higher education. Among sur

vey respondents, 77 percent pursued 
their formal education far enough to 
hold some level of university degree, 
including 32.9 percent who topped 
out with a bachelor’s degree, and 31.1 
percent who went one step further and 
claimed a master’s degree.
     There’s more information to come 
from our survey. Over the coming 
months, we’ll be posting addition-
al findings online at CertMag.com, 
where you can also find ongoing dis-
patches from our 2018 Salary Survey.
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ities by IBM since 1999, and holds bache-
lor’s and master’s degrees from Texas State 
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BY MARY KYLE

f you’re an established network administrator or 
other mid-level networking professional look-
ing for new career opportunities, then why not 

consider exploring the role of network designer? Ac-
cording to the 2018 U.S. Bureau of Labor Statistics SOC 
definitions, network designers (along with network 
developers and network engineers) are part of the com-
puter network architect family of job roles.
     While there are certainly some similarities in the 
roles between network designer and network architect, 
network designers bring their own unique skills to or-
ganizations. It would perhaps be more accurate to say 
that network designers work with and complement the 
role of network architect or network engineer. 

IThe process of creating a strong, 
stable, and secure network begins 
with a master planner

Responsibilities 

     Quality and network security don’t 
happen by accident. They are mapped 
out and incorporated into network in-
frastructure system plans long before 
a design is implemented. Network 
designers are engaged at the plan and 
design phase and are the professionals 
who make successful implementations 
possible.
     Design professionals work closely 
with business and client stakehold-
ers to evaluate existing network 
infrastructure, and understand and 
define the scope of the organization’s 
network infrastructure requirements. 
In addition to stakeholders, network 
designers often work with extended 
team members such as the network ar-
chitect, engineers, administrators, and 
others regarding design specifications.
     As subject matter experts, network 
design professionals are expected to 
be knowledgeable about existing and 
emerging technologies that might 
be integrated into the final network 
infrastructure solution. Network 
designers also create and test solution 
prototypes to ensure the solution will 
function as designed and expected.
     After completion of the evalua-
tion and scope definition for the new 
requirements, network designers 
typically prepare a network diagram 
(sometimes referred to as a field map, 
or similar document) which docu-
ments the new network infrastructure. 
The network diagram serves as the 
“plan” or blueprint for the physical 
implementation phase.
     Since the network diagram serves 
as the implementation blueprint, it 
should include information such as 
the structure for IP addresses, net-
work devices required (server, rout-
er, switches, and so forth) and the 
number of devices required, cabling 
structure, and security processes and 
architecture required.
     Other duties may include tasks 
such as supervising and training 
network engineers and other team 

members, resolving technical issues as 
they occur, developing and maintain-
ing project budgets, upgrading pro-
gram and network tools and designs, 
monitoring and analyzing network 
performance, and similar tasks. 

Required skills and preparation

     To prepare for a career as a network 
designer, successful candidates should 
possess a combination of soft skills, 
experience, education, and certifica-
tions.
     Soft Skills — Because network de-
signers are required to interact regu-
larly with stakeholders and other team 
members, they need excellent com-
munication skills (both written and 
verbal). They should be comfortable 
interacting with peers and extended 
team members, as well as stakeholders 
and executives.
     In addition, network designers 
should possess excellent prob-
lem-solving skills and be well-versed 
in facilitating negotiations and conflict 
resolution. The ability to multitask is 
also a plus, along with an eye to detail 
and excellent organizational skills. 
     Education — Professionals interest-
ed in network design should possess 
at least a bachelor’s degree in com-
puter science, information systems, 
information technology, or some other 
computer-related field of study. Some 
employers may also look for candi-
dates who possess an MBA, particu-
larly if the network designer is taking 
on some architectural or management- 
related roles.
     A review of network design job 
postings on SimplyHired reveals 
that, not only is a bachelor’s degree 
required in almost all job postings, 
but in many instances post-graduate 
degrees are also required. There are 
even job postings where the employer 
requires network designers to possess 
a Ph.D.
     Knowledge of operating systems, 
software and electrical engineering 
principles, and programming languag-

es may also be useful. 
     Experience — To determine how 
much experience real employers are 
seeking in prospective employees, I 
conducted an informal review of real 
network design job postings on Sim-
plyHired. While I found a few junior 
level positions which only required 
3-to-5 years of experience, the vast 
majority of employers are seeking 
employees with a minimum of 5-to-10 
years of experience.
     On the high end, some employers 
require a minimum of 15 years of 
experience for senior-level network 
design positions. 
     Certifications — Because network 
designers are expected to stay on top 
of new and emerging technologies, 
certifications can be a great way to 
stay abreast of the latest industry 
innovations.
     If you’re trying to make a career 
change and snag that first job as a net-
work designer, certifications can also 
be an excellent way to demonstrate to 
prospective employers that you pos-
sess the technical skills and knowledge 
necessary to successfully perform the 
tasks required by a network designer.
     A number of vendors offer certifi-
cations that target network designers. 
Some of our favorites include:

JOBS AND THE
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            As a subject 
matter expert, network 
design professionals 
are expected to be 
knowledgeable about 
existing and emerging 
technologies that might 
be integrated into the 
final network infra-
structure solution.
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     Cisco Certifications — Cisco offers 
several certifications at the associate, 
professional, and expert level which 
are specifically geared to design 
professionals. These include the Cisco 
Certified Design Associate (CCDA), 
Cisco Certified Design Professional 
(CCDP), and Cisco Certified Design 
Expert (CCDE).
     Cisco certifications are tier-based, 
with higher-level credentials taking 
the lower-level credential as a prereq-
uisite. In addition to Cisco’s de-
sign-specific credentials, the topmost 
rung of the Cisco certification ladder is 
the Cisco Certified Architect (CCAr). 
The CCAr is a must-have credential 
for those wishing to make a future 
career leap from network designer to 
network architect.
     VMware Certifications — For net-
work design professionals interested 
in designing virtualization solutions, 
VMware Certified Design Expert 6 – 
Network Virtualization (VCDX6-NV) 
is the credential of choice. The VC-
DX6-NV is VMware’s top networking 
credential.
     Earning the VCDX6-NV designa-
tion isn’t easy. Candidates must first 
earn the VMware Certified Profes-
sional 6 – Network Virtualization 
(VCP6-NV) certification followed by 
the VMware Certified Implementation 
Expert 6 – Network Virtualization 
(VCIX6-NV) credential. (The VCIX6-
NV requires a minimum of two years 
of experience.)
     Candidates are then required to 
prepare and submit a network design 
which must pass an initial design 
review before the candidate is finally 
allowed to defend the design before a 
three-person review panel.
     Juniper Networks Certifications — 
Juniper Networks is well-known for 
its Junos certifications in Data Center, 
Enterprise Routing and Switching, 
Security, and Service Provider Routing 
and Switching. In addition, the Juni-
per Networks Certification Program 
includes a Design Track for network 
design professionals.

     Currently, two credentials are of-
fered: Juniper Networks Certified De-
sign Associate (JNCDA) and Juniper 
Networks Certified Design Specialist 
(JNCDS). The JNCDA targets pro-
fessionals with basic network design 
knowledge while the JNCDS targets 
more advanced network design prac-
titioners.
     Four JNCDS tracks are avail-
able: Data Center Design Specialist 
(JNCDS-DC), WAN Design Special-
ist (JNCDS-WAN), Service Provider 
Design Specialist (JNCDS-SP), and 
Security (JNCDS-SEC). 

Salaries

     According to SimplyHired, net-
work designers can expect to earn an 
average of almost $69,000 annually, 
with high incomes reported at nearly 
$119,000. Glassdoor reports that net-
work design engineers typically earn 
an average of a little over $88,000 a 
year and around $120,000 annually on 
the high end. 

Job Roles

     There seems to be no shortage of 
network design-related roles avail-
able for professionals interested in 
this career path. A simple search on 
SimplyHired for network designer 
positions uncovered more than 5,000 
job postings. Examples of some of 
the network design job opportunities 
found include the following:
     A Washington aerospace company 
seeks a mid-level network designer to 
plan, implement and maintain net-
work solutions that meet their busi-
ness requirements.
     A railroad company is looking for 
a senior network designer to architect, 
design, implement, support and con-
figure LAN, WAN, Wi-Fi and internet 
services.
     A Virginia company is searching 
for a network designer to design and 
develop complete voice, data and 
multi-media communications net-
work solutions. Prior experience as a 
network engineer or network architect 
is required.
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or my money, the two “go- 
to” entry-level computer 
networking certifications are 

CompTIA Network+ and Cisco’s Cisco 
Certified Entry Networking Tech-
nician (CCENT). Those credentials 
are fine for information technology 
(IT) newcomers, but today I want to 
discuss a more pointed question: What 
are the networking certifications that 
are most difficult to achieve?
     Notice my clause “difficult to 
achieve.” The seven networking certi-
fications I describe in this article are all 
considered advanced or expert-level 
titles, so you can reasonably expect 
their subject matter to be difficult. I 
also, however, considered compli-
cations such as an expensive lab or 
classroom training requirements in my 
calculus.
     In point of fact, I know people who 
work with VMware every day who are 
unable to certify because they cannot 
afford the time and cost required in 
sitting for an authorized VMware 

training class that partially fulfills the 
certification’s requirements.
     These expert-level networking certi-
fications are neither for the Ethernet 
networking newcomer, nor for the 
faint of heart. They target job roles 
such as the following:

     • Information Systems Director
     • Network Infrastructure Engineer
     • Network Solutions Architect
     • Senior Network Administrator
     • Senior Wide-Area Networking 
        (WAN) Specialist

     Note that I present these seven 
advanced networking certifications 
in alphabetical order; the first one 
listed does not mean that I think it’s 
the most or least difficult. Moreover, 
I provide a link to each certification’s 
page at the vendor’s site. We don’t 
have the scope to break down every 
single exam requirement in this single 
article, so you can learn those details 
from the vendor.

     My job is to give you an executive 
summary of what’s available in this 
niche certification space. Let’s begin!

     Amazon Web Services (AWS) 
Certified Advanced Networking – 
Specialty

     Program page: https://aws.ama-
zon.com/certification/certified-ad-
vanced-networking-specialty/
     Why it’s hard: Previous AWS 
certification required; five years of 
advanced AWS experience required 

     Let’s face it — for many IT profes-
sionals, Ethernet networking can be 
complicated enough to master. Add to 
that the software-defined networking 
(SDN) that works in public clouds 
like AWS or Microsoft Azure, and you 
find yourself faced with a significant 
learning curve.
 

F

A brief 
review of the 
most difficult 
networking 
certifications 
on the market

Experts
Timothy L. Warner is an IT 
professional and technical 
trainer based in Nashville, 
Tenn. A computer enthusi-
ast who authored his first 
BASIC program in 1981 on 
the Radio Shack TRS-80 
Model III, Tim has worked 
in nearly every facet of IT, 
from systems administra-
tion and software archi-
tecture to technical writing 
and training. He can be 
reached via LinkedIn.

BY TIM WARNER

Hardest Networking Certs

     The AWS Certified Advanced 
Networking certification is a specialty 
add-on title that can only be achieved 
once you’ve attained one of the follow-
ing AWS certs:

     • AWS Certified Cloud Practitioner
     • AWS Certified Solutions Architect  
        – Associate
     • AWS Certified Developer – 
        Associate
     • AWS Certified SysOps 
        Administrator – Associate

     According to Amazon, the Ad-
vanced Networking credential re-
quires one computer-based exam that 
uses a multiple-choice format. Here 
are the six exam content domains, for 
your reference:

     • Design and implement hybrid IT 
        network architectures at scale     
     • Design and implement AWS 
        networks
     • Automate AWS tasks
     • Configure network integration 
        with application services
     • Design and implement for securi-        
        ty and compliance
     • Manage, optimize, and trouble
        shoot the network
        
Cisco Certified Internetwork 
Expert (CCIE)

     Program page: https://www.cisco.
com/c/en/us/training-events/train-
ing-certifications/certifications/expert.
html
     Why it’s hard: All-day lab practical 
exam required in addition to a written 
exam

     The CCIE has typically been de-
scribed as the “Ph.D. of networking 
certifications” by industry veterans. 
Cisco originally had only one CCIE ti-
tle, in routing and switching, but now-
adays you can choose your specialty 
from the following credential list:

     • CCIE Data Center
     • CCIE Security
     • CCIE Wireless
     • CCIE Collaboration
     • CCIE Service Provider

     As you might expect, all the Cisco 
certifications center their focus on 
designing, implementing, maintain-
ing, and troubleshooting Cisco-based 
internetworking solutions. As a matter 
of fact, in the advanced networking 
certification realm, the original equip-
ment manufacturer (OEM) vendors 
typically rule the day in that regard.
     Cisco cuts candidates a break in 
that they are not required to have any 
associate- or professional-level Cisco 

credentials to qualify for the CCIE. On 
the other hand, you need to not only 
pass a traditional computer-based 
exam, but also sit for an eight-hour 
lab exam hosted at a Cisco CCIE lab 
location.
     Yes, the lab exam involves work-
ing with real Cisco gear and solving 
real-world internetworking problems. 
This is one reason why the CCIE is 
such a highly valued credential — it’s 
practically impossible to memorize 
your way to this credential.
     As of this writing in fall 2018, 
the CCIE lab exam costs $1,600 per 
attempt, and you are responsible for 
your travel and expenses to and from 
the lab location. Cisco also offers a 
Mobile CCIE Labs option for candi-
dates who do not live near a CCIE lab 
location.

Cisco Certified Network 
Professional (CCNP)

     Program page: https://www.cisco.
com/c/en/us/training-events/train-
ing-certifications/certifications/profes-
sional.html
     Why it’s hard: Number of exams 
required; overall difficulty of the 
exams

     Cisco has two entry-level net-
working certs: Cisco Certified Entry 
Networking Technician (CCENT) and 

            These expert-
level networking certi-
fications are neither for 
the Ethernet networking 
newcomer, nor for the 
faint of heart.

Only
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Cisco Certified Network Associate 
(CCNA). People who hold one or both 
of those certs and who want to gain 
further validation of their Cisco inter-
networking expertise often turn to one 
of the professional-level titles.
     Like the CCIE, the CCNP comes in 
many “flavors” — actually, the very 
same specializations as Cisco offers for 
the CCIE.
     To use CCNP Routing and Switch-
ing as an example, you need to pass 
the following three exams:

     • Implementing Cisco IP Routing  
        (ROUTE)
     • Implementing Cisco IP Switched   
        Networks (SWITCH)
     • Troubleshooting and Maintaining 
        Cisco IP Networks (TSHOOT)

     These exams are legendary in their 
difficulty level. Not only is the subject 
matter itself intense, but also Cisco 
includes several simulation items that 
require you to perform router, switch, 
and firewall configuration in a simu-
lated “live” network environment. The 
TSHOOT exam uses the case-study 
format, requiring you to think and 
act like a Cisco network architect or 
solutions consultant.

Certified Wireless Network Expert 
(CWNE)

     Program page: https://www.cwnp.
com/certifications/cwne
     Why it’s hard: Number of exams; 
industry experience requirement

     The CWNE is the only vendor-neu-
tral title on this list. This title and its 
related credentials are hosted by an 
organization called Certified Wire-
less Network Professionals (CWNP). 
Confusingly, the group also hosts a 
certification with the same name (mi-
nus an S at the end of “Professionals”) 
and initials.
     At any rate, the CWNE is their 
top-tier certification, and its require-
ments are accordingly strict. First, you 
need to already hold one or more of 
the following CWNP credentials:

     • Certified Wireless Security 
        Professional (CWSP)
      • Certified Wireless Analysis 
        Professional (CWAP)
      • Certified Wireless Design 
        Professional (CWDP)

     As you might expect, any of the 
previous professional-level titles 
requires you already hold the Certi-
fied Wireless Network Administrator 
(CWNA) cert. In addition, the CWNE 
requires documented industry expe-
rience.
     Specifically, you must submit evi-
dence of at least three years of enter-
prise wi-fi implementation experience, 
as well as provide essays to describe 
three representative projects. You 
also need to obtain three professional 
endorsements of that experience. All 
these materials are reviewed by the 
CWNE Board of Advisors.
     You may exclaim, “Hey, doesn’t 
the CWNE present a ‘chicken and egg’ 
problem? I want certification to get 
into the wi-fi industry full-time!” My 
response is that today we’re concerned 
with advanced-level certification: 
Unless you already possess at least 
three years of full-time experience, 
you shouldn’t consider this title in the 
first place.

Juniper Networks Certified Internet 
Expert (JNCIE)

     Program page: https://www.juni-
per.net/us/en/training/certification/
     Why it’s hard: All-day lab practical 
required in addition to a written exam

     Juniper Networks is a titan in the 
internetworking space and is often 
spoken of in the same breath as Cisco. 
Like Cisco, Juniper Networks offers 
their expert-level certifications along 
the following specialization tracks:

     • Data Center
     • Enterprise Routing and Switching
     • Junos Security
     • Service Provider Routing and 
        Switching
 
    The Enterprise Routing and Switch-
ing Expert (JNCIE-ENT) credential 
has requirements that are perhaps 
suspiciously similar to those of Cisco’s 
CCIE. “Imitation is the sincerest form 
of flattery,” anyone?
     Yes, to earn your JNCIE-ENT, you 
need to pass both a traditional com-
puter-based exam as well as an eight-
hour lab exam at selected Juniper 
Networks testing centers. As of this 
writing, the lab exam costs $1,400,
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which again is close to the Cisco CCIE 
lab exam cost.
     Finally, no associate- or profession-
al-level Juniper Networks certifica-
tion is required for you to pursue the 
JNCIE.

VMware Certified Professional 6.5 – 
Data Center Virtualization 
(VCP6.5-DCV)

     Program page: https://www.vm-
ware.com/education-services/certifica-
tion/vcp6-5-dcv.html
     Why it’s hard: Expensive training 
class requirement

     You cannot escape server virtual-
ization nowadays, and I think that’s 
a good thing for the industry and for 
our careers. Given that VMware is a 
market leader in the virtualization 
space, it makes sense why you may 
want to attain one or more VMware 
Certified Professional (VCP) creden-
tials.
     The VCP 6.5-DCV certification has 
two prerequisites for taking the actual 
DCV exam:

     • Passing a foundation-level exam 
        (vSphere 6 Foundations or   
        vSphere 6.5 Foundations)
     • Attending a VMware-provided 
        training course

     The training requirement rep-
resents quite a hurdle for some candi-
dates. How many of us have employ-
ers who would excuse us for five days 
to attend an instructor-led class?
     In (somewhat of) a concession to 
busy working professionals, VMware 
does offer some of its courses in an 
on-demand, computer-based training 
environment. Note that these cours-
es are expensive. For example, as of 
this writing the Configure VMware 
vSphere: Install, Configure, Manage 
[V6.5] - On Demand course costs 
$4,125 for a one-month access sub-
scription.

Wireshark Certified Network 
Analyst (WCNA)

     Program page: https://www.wire-
sharktraining.com/certification.html
     Why it’s hard: Deep knowledge 
base required, both of Ethernet net-
working and the tool itself

     Wireshark is a “go-to” tool for 
most networking professionals. What 
better way to improve your effective-
ness with the tool and validate your 
skill set than to certify? The WCNA is 
Wireshark University’s only creden-
tial, but I consider it advanced because 
to be successful you must demonstrate 
the following:

     • Deep knowledge of network 
        protocol analysis
     • Expert-level familiarity with 
        Wireshark and all its capabilities

     What’s cool is that you can sit this 
exam in an online proctored version, 
so you could feasibly certify from the 
comfort of your work or home office. 
Or bedroom, if you’re so inclined.

What’s next?

     Well, there you have it! Frankly, 
more than a few of my senior col-
leagues in IT fall into the trap of be-
lieving certifications irrelevant to their 
career. My counter to that pitfall are 
the following points to consider:

     • Anything you can do to 
        “future-proof” your IT career is a 
        good thing.
     • Some professional engagements 
        (contract work with your 
        government, for example) might 
        require one or more certifications.
     • IT is moving faster than ever. 
        
     Why not give yourself an incentive 
to keep current by studying for and 
earning an expert-level credential?
     As I mentioned in the beginning of 
this piece, I encourage you to study 
the certification pages for the ven-
dor(s) from whom you want to seek 
certification. Pay particular attention 
to their exam expiration and recer-
tification policy. Nowadays, most 
certification vendors require periodic 
recertification (typically every three 
years) in order to ensure you are keep-
ing your skills current.
     IT certification exam preparation 
requires strategy. In closing, I en-
courage you to have a look at the free 
Microsoft Virtual Academy course 
I designed “Mastering Microsoft 
Certification Exam Prep.” Although I 
presented that course for Microsoft, I 
humbly submit that all the cert prep 
advice I provide is relevant to any 
vendor’s (or vendor-neutral) certifica-
tion program.
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BY REENA GHOSH

here are good reasons why the Do-It-
Yourself (DIY) approach to preparing 
for IT certification is popular. It costs 

much less, offers more flexibility, and allows 
you to set your own pace. Add to that the free-
dom to devise the right mix of learning styles 
and material. In short, self-study has helped 
many achieve certification. With application, 
discipline, and knowledge, you too can make it 
work to your advantage.
     With instructor-led training (ILT) generally 
being the most expensive mode of preparation, 
self-study is the preferred option for those who 
want to keep costs down, as well as manage 
their own training. This of course requires a 
high degree of self-motivation and discipline.
     Choosing the right combination of study 
aids, however, is also important. To make the 
right choice, you need to discern which tools 
and methods help you learn best. People un-
derstand new concepts and retain knowledge 
in different ways.
     Devising the right self-study strategy is cru-
cial to success in certification exams. No matter 
which mode of preparation you opt for, be sure 
to get some hands-on training. All IT profes-
sionals must learn through practical experience 
gained by working on real-world problems. 

T

DIY Study and Training Tips

DIY Pros

     Cost — This is a key advantage 
of the DIY approach, and the rea-
son why many candidates choose to 
self-manage their certification train-
ing. As noted by certification guru Ed 
Tittel, “Self-study usually costs about 
20 percent less than (instructor-led 
training).”
     You don’t have to limit your view 
to a 20 percent savings margin, of 
course. Well-informed and proactive 
candidates who devote time to finding 
the best resources available, at afford-
able prices, can put together an effec-
tive study kit for considerably less.
     Flexibility — Another major 
positive is the freedom to study at 
your own pace, as well as dictate the 
focus and emphasis of your training. 
This ensures that your work schedule 
doesn’t suffer, and that you don’t “fall 
behind.” Unlike ILT, self-study doesn’t 
require you to attend classes according 
to a set schedule, or follow an instruc-
tor’s program.
     Variety and Adaptability — If 
you’re in charge of your own train-
ing, you can choose the most suitable 
resources from a range of study tools. 
There are plenty of options available, 
and you have the freedom to select 
study guides, labs, practice tests, and 
other media according to your needs 
and preferences. 
     The self-study approach also allows 
for customization. You can choose 
study guides in electronic or print 
format, for example, or turn to other 
media to suit your learning style and 
learn at your own pace.
     Control — When you opt for self-
study, you are in control of your study 
strategy, choice of tools and materials, 
and schedule. When you opt for an 
ILT approach, the entire program is 
managed by the provider and instruc-
tor.

DIY Cons

     Structure — Self-study is not suit-
able for those who need direction and 
some degree of accountability. The 
DIY mode favors self-motivated and 
disciplined candidates. This is not the 
best option for people who struggle to 
summon the determination and disci-
pline to self-manage their certification 
preparation.
     Guidance — DIY candidates 
can also miss out on the invaluable 
guidance and knowledge that well-re-
garded instructors have to offer. While 
all instructors are not equally knowl-
edgeable and dedicated, those who are 
well-trained and focused can be a true 
boon to their students.

Choose the right self-study materials 

     Certification aspirants have a wide 
range of self-study materials to choose 
from. Most prefer a combination of 
two or more tools. Your emphasis 
should be on selecting materials that 
best help you learn what you need 
to know, understand concepts, and 
retain knowledge. In order to select 
the right media, you need to discern 
which learning style suits you best.
     You must also factor in your budget 
and the extent of subject-specific 
knowledge and experience you have 
when selecting study materials. Con-
sider what you already know, what 
you need to learn, and the best way to 
learn.
     Spend some time researching vari-
ous DIY media, as well as the plethora 
of printed materials available. You also 
need to search online for ratings and 
reviews, and weigh past user experi-
ence to arrive at a comparison.
     Professionals who have earned the 
certifications you intend pursuing are 
one of the best sources to tap in 

your search for the right 
learning aids and resources. 
Membership in a good online 
certification study group that has 
been around for some time can open 
up a wealth of information and advice. 
You will gain access to genuine re-
views and ratings of study materials, 
tips on how to study, and exam-relat-
ed advice. 
     Get as much information as you can 
before making your decision on study 
materials. As Tittel observed a few 
years ago, “In most cases, self-study 
revolves around purchase of a Study 
Guide, an Exam Cram, and a set of 
practice tests.”

Rating self-study media

     Study Guides — These are compre-
hensive books designed to enable the 
reader to develop a deep understand-
ing of the subject. A reliable study 
guide doesn’t just list the particulars 
of exam topics and focus on memori-
zation.
     You should also look for in-depth 
explanation of concepts and guidance 
about operating procedures, policies, 
and processes. A good guide also 
includes coverage of related concepts, 
as well as examples of real-world 
workplace challenges. You aren’t just 
preparing for a test; this is also job 
training.
     For most aspiring exam candidates, 
a study kit is incomplete without at 
least one good study guide. Study 
guides are available as eBooks 
and in print. You can take 
your pick depending on 
whether you like 
the feel 
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of turning pages, making notes, and 
marking specific passages that you 
want to revisit, or would prefer the 
convenience of accessing content on a 
range of devices.
     Pros — Study guides cover the sub-
ject of the exam in exhaustive detail 
and are indispensable for those who 
are new to the topic.
     Cons — Guides are typically dense 
and often highly technical. The bigger 
guides range in length from 800 to 
1,500 pages. You will be committing 
yourself to doing a great deal of read-
ing, and must be able to visualize and 
understand complex concepts.
     Exam Crams — As the term sug-
gests, exam crams are designed to help 
candidates pass exams. Available in 
print and eBook formats, these vol-
umes contain exam-focused content 
and outline strategies for preparation.
     Pros — Exam crams are suitable for 
professionals with substantial 
topic-specific experience and knowl-
edge. You are likely to be best served 
if you just need a quick and clear-cut 
exam refresher.
     Cons — Unlike their beefier cousin, 
study guides, exam crams do not ex-
plain concepts, nor do they teach you 
how to solve problems in real-world 
situations. Candidates who are not 
already familiar with the topic should 
not rely on exam crams alone.
     Online Training Tools — Web- or 
media-based training platforms usual-
ly provide a mix of text-based lessons, 
virtual labs, and training videos, with 
quizzes and practice tests included 
for review. You can generally access 
everything online via a laptop or 
desktop PC.
     Pros — Web-based training is 
perhaps most suitable for those who 
prefer the self-study model but don’t 
have the time to research and assem-
ble a suitable self-study kit. The all-in-
one packaging can simplify your exam 
preparation efforts considerably.
     Cons — Beyond having the freedom 
to pick and choose what you study 
(and review), online training generally 
doesn’t allow for customization, and 
may not be suitable for those who 

want to mix lesson material with true 
hands-on preparation. You’re also de-
pendent on the provider for adequate 
coverage of topics. 
     Flash Cards — Available both in 
physical and electronic form, flash-
cards are a quick review tool com-
prising questions and answers. You 
can either get a set of physical cards 
with the question on one side and the 
answer on the reverse, or find them 
online. It is handy to have these on 
your smartphone so that you can use 
them anytime. 
     Pros — Flash cards are popular 
because they are very convenient for a 
quick review of what you’ve learned 
and can help identify areas that need 
deeper study. They are also inexpen-
sive. For some exams, free flashcards 
are available online.
     Cons — You aren’t going to get a lot 
of depth of study and learning from 
flash cards. They are best used in com-
bination with other exam preparation 
materials.
     Physical Labs — For certain fields 
of study, including cybersecurity, 
programming, Linux, networking, and 
hardware repair, it can be highly in-
structive to allocate time and money to 
hands-on study with actual computer 
equipment.
     You can learn a lot from shopping 
around for new or used PCs and 
laptops, servers, routers, switches, and 
other hardware, and then putting it all 
together so that you see exactly how 
everything works. It’s also often easier 

to understand and internalize con-
cepts and procedures while working 
through steps using actual software 
and/or websites.
     While full lab kits are available, 
these can be relatively expensive. If 
you know what you want, however, 
and are willing to look around, it’s 
possible to assemble a good lab for 
much less. You can sometimes also 
gain access to labs at colleges and uni-
versities, either through independent 
learning programs or for a nominal 
fee. You can also build skills using live 
equipment by volunteering at various 
organizations.
     Pros — In the aforementioned study 
areas, a good physical lab is often the 
best means of acquiring and retaining 
a sound working knowledge of exam 
subject matter.
     Cons — While a good homemade 
lab can serve many study and learning 
needs over time, the cost of equipment 
and the time involved in gathering 
and assembling components can be 
prohibitive for many.
     Virtual Labs — Online or simula-
tion-based labs are suitable for can-
didates who need lab experience but 
cannot afford physical labs. You can 
either access a virtual lab online for a 
fee, or buy a decent simulator pro-
gram, for far less than a physical lab.
     High-end online training platforms 
(discussed above) often incorporate 
many elements of a good virtual lab. 
Indeed, a training tool that does not 
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include at least some level of simu-
lation of live equipment may not be 
worth your time.
     Pros — Virtual labs can save both 
time and money.
     Cons – While virtual labs are a 
viable alternative to physical labs for 
some exams with a practical compo-
nent, many would agree that a physi-
cal lab is the best option for advanced 
credentials.
     Online Certification Community 
— Joining the right online community 
is a great move and is quite likely to 
work to your advantage. You will not 
only learn about a wide range of study 
tools available (along with useful rat-
ings and reviews), but also participate 
in discussions of real-world challeng-
es.
     Friends can help you work through 
solutions to problems and labs, there-
by deepening your understanding of 
the subject. An active and fairly large 
community also helps you to stay 
focused and on schedule. And it’s nice 
to be part of a community and engage 
with your peers, rather than working 
solo all the time.
     Pros — A strong study group of 
people either pursuing, or who have 
already pursued, the credentials you 
aspire to is a definite asset. It can help 
you select the right materials for your 
study kit, sharpen your grasp of con-

cepts, and provide valuable input and 
tips from those who have taken the 
same exams.
     An active community of profession-
als with similar interests is an invalu-
able source of knowledge, support, 
and mentoring.
     Cons — This can be among the most 
self-directed of the many self-directed 
options presented here. You won’t get 
any of the benefits if you don’t actively 
engage with other people.
     Practice Tests — This study tool 
is an essential part of almost every 
certification candidate’s self-study 
kit. A standard practice test normally 
consists of a minimum of two or three 
full certification exams, enabling you 
to answer a complete set of questions 
just as you would at a testing center.
     Working through two or three sets 
of questions and answers within the 
stipulated time aggressively prepares 
you for the real test.

     

     Pros — Practice tests are 
perhaps the most effective means 
of gauging a candidate’s exam-taking 
ability and knowledge of exam con-
tent. Apart from the tests for the more 
expensive exams, most practice tests 
are reasonably priced.
     Cons — You should never rely on 
practice tests alone for exam prepara-
tion, as you aren’t likely to develop 
a well-rounded understanding of con-
cepts and subject matter.

Everyone is doing IT

     For certifications that don’t require 
ILT courses, self-study is widely pre-
ferred. You can adapt your training to 
suit your schedule and focus on your 
efforts on the learning methods you 
personally find most effective.
     If you are ready to manage your 
own training, work hard, and have 
enough time and money, then you 
should be able to achieve your certifi-
cation goals.

           You can learn 
a lot from shopping 
around for new or used 
PCs and laptops, serv-
ers, routers, switches, 
and other hardware, 
and then putting it all 
together so that you 
see exactly how ev-
erything works.
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The emerging field of Software Defined 
Networking (SDN) is an evolutionary 
breakthrough

One Giant Leap 
for Network-kind

t the beginning of this de-
cade, a sexy new three-letter 
acronym began making the 

rounds in the IT industry: SDN, which 
stands for Software-Defined Network-
ing. At the time, SDN was an emergent 
network architecture that promised to 
make it easier to centralize control of 
existing networks while also making 
them more intelligent and configu-
rable.
     Now that SDN has been percolat-
ing for a few years, it has evolved into 
an intriguing new technology that 
could become the de facto network 
architecture of the next decade. So 
what exactly is Software-Defined Net-
working, and where did it come from? 
What advantages does SDN offer over 
conventional data networks? And 
where can interested IT professionals 
go to learn more about it?

SDN explained

     It is difficult to find a consistent 
description of Software-Defined 
Networking within the IT industry. 
There is unnecessary complexity in 
the terminology used to describe SDN, 

and some of these terms require a little 
more parsing in order to clarify them.
     The key concept found in most 
descriptions of SDN is that it enables 
“decoupling of the control plane 
from the data plane.” This statement 
isn’t particularly helpful for someone 
approaching the topic of SDN for the 
first time. Let’s add an air traffic con-
troller to this situation and see if we 
can keep our planes straight.
     In a conventional network, physical 
routers and switches are responsible 
for passing along data packets as they 
arrive. This hardware and the func-
tionality it provides is what makes 
up the data plane (also sometimes 
referred to as the forwarding plane).
     The control plane contains the 
information used to make decisions 
about how data packets will be han-
dled. Think of the control plane as a 
data traffic cop who uses the infor-
mation it knows about a network’s 
topology and other factors to decide 
how data packets should flow. The 
control plane communicates with the 
network’s routers and switches to 
ensure that data traffic decisions are 
properly executed.

A

The New Networking Norm?

     In conventional networking, the 
data plane and the control plane are 
tightly integrated, often using firm-
ware and software created by the same 
vendor that manufactured the physical 
routers and switches. This proprietary 
scenario often results in organizations 
getting locked into a single vendor’s 
networking product ecosystem.
     In Software Defined Networking, 
the role of data traffic cop (the control 
plane) is separated from the network-
ing hardware (the data plane) and 
assigned to an SDN controller, a com-
puter that contains the necessary SDN 
software to configure and manage 
network traffic.
     The separation of planes provided 
by SDN gives network admins a cen-
tralized point from which to configure 
and manage all types of data traffic 
across the entire network. Even better, 
separating the data and control planes 
prevents organizations from the sce-
nario of being locked into a vendor’s 
proprietary networking framework.
     One of the key components of SDN-
based networks is a technology called 
OpenFlow. First released in 2009, 
OpenFlow is a communication proto-
col managed by the Open Networking 
Foundation (ONF), a user-driven orga-
nization that acts as an advocate for 
SDN adoption and open networking 
standards.
     OpenFlow enables an SDN control-
ler to interact with multiple routers 
and switches from a variety of ven-
dors, making it platform agnostic 
when it comes to networking hard-
ware. OpenFlow can also interface 
with virtual switches and routers, 
making it compatible for use with 
virtual networking solutions. 
     A growing number of vendors have 
recently jumped into the SDN market, 
and a number of competing commu-
nication protocols and SDN controller 
applications have been released as 
alternatives to OpenFlow.

Advantages of SDN

     Why would an organization consid-
er transitioning to a Software-Defined 
Network? The primary motivator is 
related to how network traffic and 
web services have evolved over the 
last two decades.
     At the turn of the century, network 
traffic primarily consisted of files: doc-
uments, images, web pages, e-mail, 
and so on. There was some low-res-
olution video streaming, but most 
network traffic consisted of files and 
the data packets related to network 
maintenance.
     Today, network traffic consists of 
a multitude of different services and 
protocols. Streaming movies and 
television shows, video conference 
calls, Voice over IP (VoIP), Software as 
a Service (SaaS), digital surveillance, 
encrypted virtual currencies — the list 
goes on and on.
     Conventional networks can use 
Quality of Service (QoS) controls to 
regulate and prioritize different types 
of data traffic. The problem with QoS 
is it doesn’t provide for dynamic, 
real-time routing adjustments based 
on the makeup of network traffic at 
any given moment, as well as the 
bandwidth being used for each type 
of data.

 

     SDN gives network admins the 
ability to essentially program a 
network to automatically respond to 
network traffic conditions. An SDN 
controller can adjust data packet 
handling on every router and switch 
in the network. SDN also enables very 
granular network traffic control so that 
specific services can be dynamically 
prioritized or demoted in real time.  
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technology writer and 
knowledge management 
specialist based in Ed-
monton, Canada. His work 
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from Que Publishing, and 
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writing site is AaronAxline.
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             The key concept 
found in most descriptions 
of SDN is that it enables 
“decoupling of the control 
plane from the data plane.” 
This statement isn’t partic-
ularly helpful for someone 
approaching the topic of 
SDN for the first time. Let’s 
add an air traffic controller 
to this situation and see 
if we can keep our planes 
straight.
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     Since the SDN applications are 
running on conventional computer 
hardware, the performance of the SDN 
controller can be ramped up with fa-
miliar solutions like server clustering. 
This makes SDN easily scalable if the 
requirements demand it. 
     SDN can also be less expensive than 
conventional networking, because 
SDN enables the use of less expen-
sive commodity switches and routers 
rather than the high-end, premium 
networking hardware usually associ-
ated with complex networks. 
     There is also a special subset of 
SDN called SD-WAN that is designed 
for use with wide area networks. Tech 
media company SDxCentral has said 
that the goal of SD-WAN is “to deliver 
a business-class, secure, and simple 
cloud-enabled WAN connection with 
as much open and software-based 
technology as possible.”
     In some ways, SDN can be consid-
ered to be the product of the natural 
progression of virtualization technol-
ogy, which has spread across many 
areas of the IT industry. Just as virtual-
ization has taken the focus away from 
complex physical computing environ-
ments, SDN is taking the emphasis off 
of high-end specialized networking 
hardware.
     To summarize, the key advantages 
offered by Software-Defined Network 
solutions over conventional network-
ing are:

     • SDN networks can be pro-   
        grammed to automatically 
        provide better data flow.
     • An entire SDN network can 
        be controlled from one centralized 
        console.
     • SDN networks can be built with 
        cheaper commodity routers and 
        switches.
     • An SDN network can be 
        optimized for specific services or 
        applications.
     • SD-WAN technologies can create 
        more flexible, cloud-based 
        wide-area networks.

SDN training and certification

     Market research company IDC 
is predicting that SDN will become 
a $12.5 billion business by 2020. As 
you would expect with a relatively 
new technology with the potential for 
widespread adoption, there has been a 
spike in interest for SDN training and 
certification programs.
     The aforementioned Open Net-
working Foundation (ONF) has 
partnered with more than two dozen 
companies to create the ONF-Certified 
SDN Professional Program (OCSP). 
As you would expect from an or-
ganization that advocates for open 
standards, the ONF training program 
places an emphasis on vendor-neutral 
SDN knowledge and skills.
     There are currently two distinct 
levels of ONF certification. The ONF 
Certified SDN Associate (OCSA) 
credential is meant for technical sales 
and support professionals, and for 
entry-level network technicians. To 
earn the OCSA certification, candi-
dates must pass a one-hour, 
40-question exam with a score 
of 70 percent or higher.
     The exam questions are 
selected from a pool made up 
of the following knowledge 
domains and content weight-
ings:

• Networking Concepts — 15 
percent
• SDN Concepts — 25 percent
• OpenFlow — 25 percent
• SDN Architecture and Eco-
system — 25 percent
• SDN Open Source — 10 
percent

     The second credential is the 
ONF Certified SDN Engineer 
(OCSE) certification. The OCSE 
is an expert-level credential 
meant for well-experienced 
network admins, analysts, and 
engineers. The OCSE exam 
consists of 70 questions which 
candidates have 90 minutes to 

answer, and the passing grade is 70 
percent.
     Here are the knowledge domains 
and content breakdown for each 
domain:

     • SDN Concepts — 10 percent
     • OpenFlow — 20 percent
     • SDN Architecture and Ecosystem 
        — 15 percent
     • SDN Implementation and 
        Migrations — 25 percent
     • Troubleshooting and Testing —  
        15 percent
     • SDN Security — 10 percent
     • SDN Futures — 5 percent

     There are more details for each 
certification exam on the Open Net-
working Foundation website at www.
opennetworking.org/certification.
     Cisco has entered the SDN mar-
ket with its own products, and has 
expanded its training and certification 
program with a number of creden-
tials. These certifications include the 
following:

The New Networking Norm?

     

     • Cisco Network Programmability 
        Developer Specialist (NPDEV)
     • Cisco Network Programmability 
        Design and Implementation 
        Specialist (NPDESI)

   The Cisco NPDEV Specialist certifi-
cation is described as follows:
     “Unlike SDN courses that focus on 
network theory, this certification adds 
to your practical networking under-
standing and utilizes Cisco’s experi-
ence in WAN, data center, and campus 
environments to provide you with 
the skills you will need to become a 
network developer.”
     To earn this credential, candidates 
must pass Cisco’s 300-560 NPDEV 
exam. This exam is made up of a mix 
of 65-to-75 questions which candidates 
have 90 minutes to complete.
     The Cisco NPDESI Specialist 
certification is less software-devel-
opment-intensive than the Develop-
er Specialist credential. To get this 
certification, candidates must pass the 
300-550 NPDESI exam. This is also a 
90-minute, 65-to-75 question exam. 
Both of these Cisco SDN exams can 
be booked through Pearson VUE test 
centers.

     Apart from ONF and Cisco, there 
are also SDN-related certifications 
available or in development from Bro-
cade, HP, and VMware.

SDN and the future

     Is Software-Defined Networking 
the future of information systems? In 
this particular Magic 8-Ball, there are 
several signs that point to “Yes.”
     SDN is widely considered to be 
complementary to the industry’s 
preference for cloud computing solu-
tions and virtualized systems. SDN 
implementations make it possible for 
companies to break free from ven-
dors’ proprietary network hardware 
platforms. And Network admins can 
exercise very granular control over 
data traffic from a single SDN control-
ler console. 
     SDN is indeed a technology with 
a future, and IT professionals should 
consider adding the SDN skill set to 
their portfolios. You don’t want to 
miss this particular flight ... whether 
it’s on the control plane or the data 
plane.

           Market research 
company IDC is pre-
dicting that SDN 
will become a $12.5 
billion business by 
2020. As you would 
expect with a rela-
tively new technology 
with the potential for 
widespread adop-
tion, there has been 
a spike in interest for 
SDN training and cer-
tification programs.
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Maximize your value to potential 
employers by mastering soft skillls

s I sit in my home office, 
devoid of people around 
me, cut off from the outside 

world, I cannot help but reflect on 
how interactions with people are so 
badly needed for tech workers to re-
main sane. Indeed, this is one reason 
why soft skills are so important, and 
why they form the cornerstone of 
business and technology today.
     Soft skills underlie every aspect of 
our professional and personal lives. 
They are at the root of how humans 
communicate with each other. So 
what do we mean when we say 
“soft skills,” and what can you do to 
acquire them? How can you tell when 
your grasp of such skills could be im-
proved, and how (and when) should 
they be put to use? 
     First and foremost, a good basic 
understanding of soft skills is im-
portant. Not only from a dictionary 
standpoint, but also from an applica-

tion standpoint: which skills to apply, 
and when, and where. The rest of this 
article will discuss each of seven key 
soft skills individually.

Soft skills defined

     Most people who study commu-
nication have broken soft skills down 
into seven key areas. These can be 
broad or narrow, depending on what 
you are measuring, as well as the 
specific individual you are measur-
ing. They seven areas of focus are, 
in no particular order, verbal com-
munication, written communication, 
organization, adaptability, working 
in teams, stress management, and  
humor. 
     Verbal Communication: If you 
need a dictionary definition of this 
soft skill, then you probably don’t talk 
to very many people … at all, ever. 
Let’s instead focus on its application: 
      When interacting with another 
person, no matter the situation, one 

should remain calm, speak clearly, 
and focus on the topic of conversa-
tion. Do not drift off topic. Allow 
your counterpart to complete his or 
her sentences. Be polite. These are 
key cornerstones of verbal communi-
cation. You will score much better in 
the listener’s eyes if you work on just 
these aspects of verbal communica-
tion. 
     Moving further into verbal com-
munication, however, you need to 
work on encouraging others to speak 
freely by opening up your body 
posture. Ask questions that prompt 
a response, and then pay attention to 
what’s being said. Reduce tension by 
applying humor — which we will talk 
about in greater detail later on.
     Drawing someone into conversa-
tion allows them to gauge your true 
warmth and openness, both to them 
and to the topic. This isn’t some-
thing that can be faked, but it can be 
improved. 
     Use some of these key areas next 
time you have a face-to-face interview 
and really focus on your actions.
     Watch how your counterpart 
responds. Try being more present 
and more engaged the next time you 
speak to a friend or loved one. Pay 
attention to non-verbal cues. Never be 
thinking of your next question before 
you have heard the other’ party’s 
response. 
     Employers seek this skill in their 
team members because they want 
to hire people who can effectively 
present the company’s message to 
its clients, internally or externally. 
They want to hire people who can be 
conversant, even if a given topic is too 
advanced for them to entirely grasp. 
     It’s been estimated that 90 percent 
of people can detect when verbal 
communication is not genuine. 
     Remember that good verbal com-
munication is something you must 
continually practice. People who 
speak for a living will tell you that 
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they can always find more effective 
ways to communicate verbally. Prac-
tice better verbal communication, even 
if it means just standing in front of a 
mirror, and you will be shocked at 
how easy it becomes over time.
     Written Communication: The abil-
ity to write a clear, effective message 
to someone is one that I would per-
sonally prioritize. Most employers are 
looking for this skill because of e-mail. 
There is so much written communica-
tion in IT now (and everywhere else, 
really) that good writing is essential. If 
you are unable to write, then you are 
bound to struggle. 
     Good written communication starts 
with grammar, spelling, and clarity. 
The basics are easy to grasp — they 
are a cornerstone of public and private 
education. Effective writing, howev-
er, is a lifelong pursuit. Even the best 

books had an editor, a critic, a person 
who noticed a flaw.
     Writing will always be an adven-
ture for most, but there are guidelines 
that everyone can follow. First, have 
the right mindset. This is to say, al-
ways write with a goal in mind. What 
are you trying to say, and does what 
you wrote communicate that idea 
clearly and logically? 
     Next, always write in a straightfor-
ward and professional manner. Gener-
ally speaking, jokes and puns are best 
left to the realm of verbal communica-
tion. Finally, review important doc-
uments once or twice, with a friend 
or someone you trust. Never leave to 
chance how the recipient will interpret 
your message. 
     Organization: A place for every-
thing and everything in its place — 
but how is this soft skill relevant, and 

             Practice better 
verbal communica-
tion, even if it means 
just standing in front 
of a mirror, and you 
will be shocked at 
how easy it becomes 
over time.

If You Aren’t 
Getting Soft... 
You Should Be
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what does it mean? Organizational 
skills are the ability to handle multiple 
and ongoing inputs while keeping 
everything straight. The ability to 
process, to weigh importance, and to 
prioritize. In addition to prioritization, 
being organized means knowing when 
to let go (and what to let go of), and 
how to move things forward.
     To some degree, prioritization is 
determined by your employer. Your 
workgroup may dictate priorities, 
your boss may dictate priorities, or 
standard procedure may dictate prior-
ities. Always be aware of “the rules” 
and use that to set your own individu-
al guidelines.
     Most people have at least some lev-
el of impulse to hoard, but this is rare-
ly productive. What are those e-mails 
you’ve been keeping really doing for 
you? What are those boxes of notes 
actually helping? You may think you 
will go back to them someday, but for 
the most part you will not. I practice 
clear desk and clear inbox.
     

     Every day, before I leave, my inbox 
and my desk are clear. Simply adopt 
a system that will allow you to do 
this. Also, ditch the sticky notes. They 
never do any good. You can, however, 
use the sticky notes in Outlook. They 
are good stepping stones to removing 
colored note reminders from your life 
completely. 
     Many people, when pressed with a 
lot to get done all at once, don’t know 
how to effectively manage their time. 
When seeking employment, always 
ask whether the company has a project 
management or task system internally. 
Ask your future boss how they juggle 
things and really understand how 
your priorities are going to come at 
you, and how the company sets them. 
     Organization is a skill that can be 
mastered. Every day you don’t have 
something slip through the cracks, 
every day you go home with a clean 
inbox and desk, and have no one 
questioning your priorities, you can 
count as day that you mastered the art 
of organization. 

     Adaptability: In today’s workplace, 
the only thing that will never change 
is that everything changes … constant-
ly. You will receive conflicting assign-
ments, get unclear directions, have to 
resort to Plan B, and later on go with 
Plan F or G.
     Your employer is always looking 
for individuals who can roll with the 
punches and sort through conflicts. 
Adaptability is a particularly prized 
job skill in the increasingly mutable 
world of IT, with job descriptions 
forever in flux, and employees rotat-
ing into different roles. Your ability 
to adapt to changing situations and ex-
pectations makes you more valuable.
     You can maximize your adaptabil-
ity by always remaining calm and 
poised. Accept new responsibilities 
as they come, ask for clear guidelines 
to help you move forward, and never 
be fearful of change. You also need to 
be well versed in stress management, 
something we’ll cover in greater detail 
a little further down.

     Teamwork: The ability to work 
in teams borrows from several other 
soft skills, and may itself be the most 
important soft skill of all. Your ability 
to give and take from teammates to 
provide support and understanding, 
while you give guidance and critique, 
is one of the hallmarks of good team-
work.
     You will know that you are well 
on the path to mastery with this skill 
set when your teammates are giving 
unsolicited feedback to others about 
you being a person who anyone can 
go to. You want teammates to feel that 
you are trustworthy and reliable, and 
that you care about others. 
     Employers will almost always 
question references about this skill set 
when they are hiring, and will watch 
your actions and listen for unsolicited 
feedback after you are hired. Always 
pay attention to your fellow team 
members, and always work on being 
(or becoming) a person people can 
rely on. 
     Stress Management: Most people 
know what stress management entails, 
but they rarely practice or engage in 
it. We let everyday stress pile up until 
it eats at our ability to maintain good 
working relationships.
     Don’t allow yourself to incorrect-
ly think that stress can be worked 
through — that you can ignore it 
and it will go away. Stress doesn’t go 
away. It gets replaced with more of 
the same, or a different kind of stress. 
Ignore it long enough, and the stress 
of finding a new job will be added to 
your list. 
     You can obtain mastery-level status 
at stress management by following a 
few simple rules. While the fight-or-
flight response is built into us, your 
reaction to it can be controlled and 
built up. As Clint Eastwood’s “Dirty 
Harry” Callahan says at the end of 
Magnum Force, “A man’s got to know 
his limitations.”

     Take some time to for self-analysis: 
What are your stress triggers? What 
tends to make you freak out, even just 
a little bit? If you can identify causes of 
stress and recognize the behaviors that 
lead to those causes, then you’ll have 
the tools to hold yourself accountable 
and take action before you snap. 
     If your boss comes to you with an 
unreasonable demand every week, 
and it messes with your head, then 
just knowing that about yourself can 
help you get to a place where what-
ever outrageous request it is seems 

manageable. Go to the gym, enjoy a 
good meal, get a massage — maybe 
even arrange a frank discusiion with 
the offending party. What will fix your 
stress? Find out by paying attention to 
yourself.
     Remember to focus on positive 
pressure release mechanisms. Try to 
actively steer clear of such negative 
coping habits as smoking, drinking, 
overeating, emotional suppression, 
and procrastination.
     Employers are looking for individ-
uals who can handle large volumes of 
work and rise to meet ongoing de-
mands, who are adaptable to change, 
and who can really drive the bus, no 

matter where their seat is. One further 
caution about stress management: It 
is possible to crave stress, deadlines, 
and conflict. Don’t succumb. As much 
as possible, try to stay anchored in a 
stress reduction mindset.
     Humor: I’ve chosen to discuss this 
last, though it’s generally the first 
thing to pop out of my bag of tricks. I 
use humor to disarm people, to ease 
tensions in the room, to self-deprecate 
when I have messed up, or to just 
lighten the mood.
     No matter how you use it, or what 
your intentions are, the most import-
ant aspect of humor is knowing when 
it’s appropriate. Timing is everything. 
One rule to live by: Try to never be 
the only one in the room who’s in on 
the joke. If no one else thinks you’re 
funny, then you’re befuddling your 
coworkers at best, and you may be 
actively annoying them.
     Potential employers can generally, 
to their own satisfaction, gauge your 
ability to use humor productively with 
very little exposure to your incisive 
wit. Feel free to lighten the mood, but 
don’t overdo it. 
     Many highly successful comedians 
work on their best bits for months. 
Don’t be afraid to have a few reliable 
arrows in your humor quiver, or to 
engage in target practice. Speaking 
of targets, however, remember that 
individuals should never be the butt 
of your jokes. And when responding 
to other people’s humor, never enjoy a 
laugh at someone else’s expense.

     In summary, I often write about 
certifications and hard knowledge 
being things that you should seek out 
and master. Truth be told, however, 
acquiring and improving soft skills is 
perhaps the most important training 
you will ever undertake. Striving to 
master these skills won’t just make 
you a more successful IT worker — it 
will make you a better human being. 
Good luck with your adventure!

            Don’t allow 
yourself to incorrectly 
think that stress can be 
worked through — that 
you can ignore it and 
it will go away. Stress 
doesn’t go away. It gets 
replaced with more of 
the same, or a different 
kind of stress.

The Personal Touch
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spiring IT professionals 
recognize that technical cer-
tifications are an excellent 

way to break into a new career where 
they lack employment experience. 
But what about skilled professionals 
seeking to advance their careers? Does 
job experience render certifications 
irrelevant? After all, don’t hiring man-
agers consider demonstrated experi-
ence more important than the ability 
to pass an exam?
    It’s certainly true that experienced 
technologists will not likely land a se-
nior position based upon certifications

alone. There’s no matching algorithm 
that unlocks secret doors when you as-
semble a combination of professional 
credentials. There are still many good 
reasons to earn IT certifications, how-
ever, as you progress through your 
career. Let’s take a look at a few.

Advanced expertise 

     While entry-level IT certifications 
are extremely popular and well-
known, there are also a wealth of 
advanced certifications available for 
those seeking to move to more senior 

rungs on the career ladder. These 
certifications require demonstrating 
expert-level skills and, in many cases, 
providing evidence of work experi-
ence. They also may unlock the doors 
to salaries well north of the six-figure 
mark.
     Networking professionals may 
wish to pursue the elite Cisco Certi-
fied Internetworking Expert (CCIE) 
certification. This notoriously difficult 
certification requires passing a lengthy 
written exam and successfully com-
pleting an in-person hands-on lab un-
der the watchful eyes of Cisco experts.
     Similarly, those in the cybersecurity 
world know that the Certified Infor-
mation Systems Security Professional 
(CISSP) certification is a requirement 
for many senior-level positions. Earn-
ing this credential requires passing an 
exam covering a wide breadth of in-
formation. You’ll need to know about 
everything from firewall rule manage-
ment to fire extinguishers.
     Once you pass the CISSP exam, you 
also need to prove that you have five 
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Not Just for 
Beginners
Certification is an important IT gateway, but 
there are plenty of reasons to keep learning 
(and earning) as your career progresses

years of direct experience in cyberse-
curity before you can add those five 
letters to your business card.
 
Educational guidance

    Certifications provide a structured 
path to branch into new fields and 
specializations. Technology is a rapid-
ly changing field and most IT profes-
sionals move through several differ-
ent specializations over the course of 
their careers. Some of these moves 
come as old technologies are phased 
out, while others come from natural 
curiosity and desire to learn.

     Whatever the reason, if you’re 
considering moving into a new IT 
specialization, certifications provide 
a structured path for learning new 
skills and demonstrating your knowl-
edge. For example, you might be an 
IT professional with deep technical 
expertise in database administration 
seeking to make a career change into 
project management.
     Perhaps you’ve managed some 
projects in your current role, but you 
don’t have the strong background in 
the discipline sought by hiring man-
agers. Earning the Project Manage-
ment Professional (PMP) certification 

will provide you with a structured 
path to learn the field’s common body 
of knowledge and may serve as the 
gateway to a new role.
 
Certification required

    Some positions have hard-and-
fast certification requirements. You 
might not have a choice but to earn 
advanced certifications if you wish to 
progress in your career. The most di-
rect example of this is the Department 
of Defense (DoD) Information Assur-
ance certification program. Individu-
als employed in cybersecurity posi-

Keep on Certifying

         Whatever the reason, 
if you’re considering mov-
ing into a new IT specializa-
tion, certifications provide a 
structured path for learning 
new skills and demonstrat-
ing your knowledge.
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tions with DoD or defense contractors 
must earn different certifications to 
maintain their employment and move 
to more advanced positions.
     Want to become a cybersecurity au-
ditor? You’ll need to hold the Certified 
Information Systems Auditor (CISA), 
Cybersecurity Analyst+ (CySA+) or a 
similar certification. Want to move into 
a management role? You’ll need the 
Certified Information Security Manag-
er (CISM) or CISSP certifications.

Don’t get boxed out

     Certifications remain a screening 
criterion for many jobs. The employ-
ment landscape is intensely compet-
itive, and firms receive hundreds of 
applications for every job they post. 
Hiring managers turn to Human Re-
sources departments and professional 
recruiters to help them sort through 
this onslaught of candidates and 
select the handful who will proceed 
on to phone screening and in-person 
interviews.
     These HR specialists often don’t 
have expertise in technology and often 
find themselves relying upon match-
ing line items in a job description with 
resumes to help quickly narrow the 
pool of candidates. What often ap-
pears in information technology job 
descriptions?
     You guessed it – certifications. Take 
a look through a representative sam-
ple of job postings and you’ll see that 
this is the case, even for mid-level and 
executive positions. Here are a couple 
of examples:
     A Network Operations Center man-
agement position at a health care firm 
in Texas listed Cisco’s Certified Entry 
Networking Technician (CCENT) as 
a job requirement and included the 
Cisco Certified Network Associate 
(CCNA) and IT Infrastructure Library 
(ITIL) certifications as “a plus.”
     The Chief Information Security 
Officer (CISO) job description for a 

Chicago-based Fortune 500 company 
included the language, “At least one 
of the following industry-recognized 
information security management 
certifications is preferred: Certified 
Information Systems Security Profes-
sional (CISSP), Certified Information 
Security Manager (CISM) or Certified 
in Risk and Information Systems Con-
trol (CRISC).”
     It didn’t take long to find those. 
They were the first two IT manage-
ment job descriptions that I looked at. 
Candidates without those keywords 
on their resumes may have a difficult 
time making it through initial screen-
ing, even if they are highly qualified.

Money matters

     Certified individuals command 
higher salaries than their non-certified 
counterparts. Countless surveys have 
shown that individuals holding, for 
example, cybersecurity certifications 
earn more than their non-certified 
counterparts. And those who hold 
more advanced certifications earn 
more than those who stopped with 
entry-level credentials.
     For example, Certification Magazine 
conducts an annual Salary Survey 
(you can go participate right now, in 
fact) that looks at the salaries com-
manded by individuals who hold 
various credentials from a pool of 
more than 900 IT certifications. Securi-
ty certifications dominated the top of 
that list in 2018. Here are a few of the 
chart-toppers:

     • CISSP with Engineering 
        specialization — $145,940
     • CISSP with Architecture 
        specialization — $144,700
     • CheckPoint Certified Security 
        Administrator — $144,580
     • ISACA Certified in Risk and 
        Information Systems Control —  
        $143,810

     The most popular entry-level secu-
rity certification is CompTIA’s Securi-
ty+ credential. The average salary for 
individuals holding that credential 
was $107,330. That’s not shabby itself, 
but it’s a significant step lower than 
the more advanced credentials.
     Now, of course you’re not going to 
receive an immediate $40,000 salary 
increase simply because you moved 
from a Security+ certification to one 
of these more senior certifications, but 
you’re putting yourself on the path to 
greater success when you continue to 
improve your professional credentials.

In IT for the long haul

     Technical certifications do more 
than demonstrate that you hold spe-
cific expertise. They also send a signal 
to current and future employers that 
you are naturally curious and commit-
ted to professional development and 
advancing your knowledge.
     Even just maintaining your existing 
certifications usually requires complet-
ing professional development require-
ments and shows that you remain ac-
tive in your field. This commitment to 
continued professional development is 
an incredibly important characteristic 
in a field that is constantly evolving.
     Employers want to recruit and re-
tain staff who have a passion for their 
chosen profession and the fact that 
you spend your own time continu-
ing to advance your skills shows that 
you’re the type of person who will go 
above and beyond on the job. 

     Professional certifications are not 
just for entry-level positions, but en-
try-level certifications aren’t likely to 
help you land an advanced position. 
As you progress in your career, you 
should upgrade your certifications to 
match your current skill and experi-
ence level. A small investment of time 
may yield significant benefits over the 
course of your career.

PARTING WORDS

46 CERTIFICATION



I S A C A  C E R T I F I E D ,
M E A N S  Q U A L I F I E D .

DISTINGUISH YOURSELF WITH GLOBALLY RECOGNIZED CERTIFICATIONS

SEE WHAT’S NEXT, NOW
Information systems and technology are constantly evolving. But, your way to get ahead in audit, security, 
cybersecurity, risk, privacy and governance remains the same—ISACA®’s globally recognized certifications. 
These credentials are designed for forward-thinking professionals across a variety of industries. ISACA 
certifications are not just any certifications, they are the ones that can get you ahead!
  
  
REGISTER NOW FOR A 2018 EXAM 
Choose your certification and exam prep that best suits your needs—get started today!

www.isaca.org/GetCertifiedNow


